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Set 1 1 ems 

51 3138040 

PLANE OR PLANES OR JET? ? OR HELI COPTER? ? OR SPACE( ) SHUTTLE - 
OR CAR OR CARS OR AUTO OR AUTOVCBi LE? ? OR TRUCK? ? OR BUS OR 
BUSES OR TRAI N? ? OR SHI P? ? OR BCAT? ? OR SUBI\AR NE? ? 

52 980003 LOADER OR READER OR RECEI VER OR PLAYER OR TRAY OR ( LCm NG 

OR READI NG OR RECEI VI NG OR PLAYI NC^ ( ) ( UNI T OR DEVI CE OR COVFO- 
NENT OR HARDWARE OR IVECHANI SM OR MDDULE OR ELEIVENT) 

53 1057189 IVED A( ) ( ELEIVENT? ? OR UNIT? ?) OR CARTR DGE? ? OR CASSETTE? 

? OR Dl SO? ? OR □ SK? ? OR □ SKETTE? ? OR CD OR CDS OR CDRCM 
OR DVD OR DVDR OR DVDRW OR DVDROM OR DVDRAM OR M Nl □ SK? ? OR 
IVI Nl Dl SO? ? OR CDR OR CDRW OR FLOPPY OR FLOPPI ES 

54 313117 (OPTIC? OR PORTABLE OR TRANSPORTABLE OR REIVCVABLE) ( 1V^ ( IVED- 

I A OR WEa UM OR STORAGE) OR ( PORTABLE OR TRANSPORTABLE OR REIVk 
O/ABLE OR FLASH OR USB OR THUVB) ( IV^ DRI VE? ? OR THUIVBDR VE? ? 
OR M CRO/AULT OR CARD? ? 

55 9381 ( UNI T OR DEVI CE OR PROCESSOR OR COIVF^IMENT OR LOQ C OR MXU- 

LE OR FUNCTI ONAL( ) BLOCK OR ELEIVENT OR CHI P OR M CROCHI P OR Q - 
RCUl T OR I q ( 15N) ( DECRYPT??? OR DECI PHER???? OR UNENCRYPT??? - 
OR DESCRAIVBL??? OR UNSCRAIVBL?) 

56 1174441 (SEND??? OR SENT OR TRANSFER???? CR TRANSIVI T???? OR TRANSM- 

ISSION? ? OR DELI VER??? OR PRO/I D??? OR FORWARD??? OR COIVMJNI - 
CAT? OR RECEI V??? OR RECEPTI CN) ( 5N) ( SI GNAL? ? OR STREAIVi? ? OR 
Bl TSTREAIVi? ? OR DATASTREAN/P ? OR BYTESTREAM? ?) 

57 1667860 (SEND??? OR SENT OR TRANSFER???? CR TRANSM T???? OR TRANSIVI- 

I SSI ON? ? OR DELI VER??? OR PRO/I D??? OR FORWARD??? OR COIVMJNI - 
CAT? OR RECEI V??? OR RECEPTI CN) ( 5N) ( PACKET? ? OR FRAIVE? ? OR - 
DATA OR I NFORM^TI ON OR CCNTTENT? ? OR Fl LE? ? OR IVEDI A OR AUDQ 

58 376190 (SEND??? OR SENT OR TRANSFER???? CR TRANSM T???? OR TRANSM 

I SSI ON? ? OR DELI VER??? OR PRO/I D??? OR FORWARD??? OR COMVUNI - 
CAT? OR RECEI V??? OR RECEPTI CN) ( 5N) ( VI DEO? ? OR M:>/I E? ? OR P- 
ROGRAM? ? CR APPLI CATI CN? ? OR SOFTWARE OR MJSI C OR SONG? ?) 
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Digital versatile disk program st rearrs passing net hod to video decoder, 

involves decrypting DVD dat a i nt o packet data, and f orwardi ng t hrough 

f i rst-i n f i rst-out el errent to decoder 

Patent Assignee: ATI I NTr SRL (ATII-N) 

I nvent or : El REF D; HESCH L 

Patent Fam I y (1 patents, 1 countries) 

Pat ent AppI I cat I on 

Nunter Kl nd Dat e Nunber Kl nd Dat e Updat e 

US 6975809 B1 20051213 US 2000712360 A 20001114 200606 B 

PrI orl ty AppI I cati ons (no. , kind, date): US 2000712360 A 20001114 

Pat ent Det ai I s 

Nunber Kl nd Lan Pg Dug FI I I ng Not es 

US 6975809 81 EN 6 2 

AI erti ng Abstract US B1 

NCVELTY - The digital versatile disk ( DVD) data Is read by a central 
processing unit from a DVD drive across a peripheral component 
Interconnect (PCI) bus . The DVD data Is decrypted and converted to 
packet data by the CPU. The packet data Is sent to a first -In f I rst-out 
FI FQ el ensnt through a north bridge. The receiver packet data Is 
or warded to the motion picture expert group (l\/PEG||-2 decoder. 
DESCR PTI CN - I NDEPENDENT CLAI IVB are al so I ncl uded for t he f ol I owl ng: 

1. system for passing clear DVD progr am st r earns; and 

2. set - 1 op box. 

USE - For passing clear DVD program st reams from central processing unit 
to a l\/PEG-2 decoder In a conput er , set -top box etc., for displaying htdvI es 
f rom DVD. 

ADVANTAGE - Reduces the nunber of conput at I ons. Previously encrypted 
transport or pr ogr am st r earns are not sent across peripheral conponent 
interconnect (PCI) bus and I nproves efficiency. 

DESCR! PTI CN OF DRAW NGS - The f 1 gure shows a bl ock di agram expl ai ni ng the 
arrangement for passing clear digital versatile disk (DVD) pr ogr am st r eam 
to decoder. 

Ti 1 1 e Terms/ 1 ndex Terns/Addi 1 1 onal Wbrds: □ Q TAL; VERSATILE; □ SC; PROGRAIVI 
; STREAM PASS; IVETHOQ VI DEQ DECODE; DATA; PACKET; FCRMARD NQ THROUGH; 
FI RST; ELEIVENT 

a ass Codes 

International Q assi f 1 cat 1 on ( IVbi n) : H04N-005/781 

US a assi f 1 cat 1 on. Issued: 386125000, 386111000, 386046000 

Fi I e Segment : EPI ; 

DWI a ass: T01; W)2; W)3; W)4 

N/bnual Codes (EPI/S-X): T01-D01; T01-H01B6; T01-H05B4; T01-J08A; TOI-JIOE^ 
T01-N01D1; W)2-F05A1; W)2- F07l\5; W)2- K03; V€3-A^^^ W)3-A16C3; W)4-C10A3; 
W)4- P01A4 

Digital versatile di sk program st reams passing method to video decoder, 
involves decrypting DVD dat a 1 nt o packet data, and f orwardi ng t hrough 
fi rst-i n fi rst-out element to decoder 

Al er t i ng Abst r act ...NCVELTY - The di gi t al versat 1 I e di sk ( DVD) data is 
read by a central processing unit from a DVD drive across a peripheral 
corrponent interconnect ( PCI ) bus . The DVD data is decrypted and 
converted to packet data by the CPU. The packet data is sent to a 
fi rst-i n fi rst-out ( FI FQ el ensnt through a north bridge. The receiver 
packet data is forwarded to the motion picture expert group {tJPE(^-2 
decoder .... conput at i ons. Previously encrypted transport or pr ogr am st r earns 
are not sent across peripheral conponent interconnect ( PQ ) bus and 



i rrpr oves ef f i ci ency. 



Gr i gi nal Publ i cat i on Dat a by Aut hor i t y 



Oiginal Abstracts: 

...to an IVPEG- 2 decoder . I n t he syst em t he CPU i s connect ed to a first bus 
interface. A syst em memory i s connect ed t o t he f i rst bus interface via 
a memory bus . A second bus interface is connected to the first 
bus interface vi a a PG (peripherai conponent interconnect) bus and a 
DVD data source is connected to the second bus interface. A pacl^et 
data decoder is connected t o t he n^mory bus vi a a buffer. The CPU 
reads DVD dat a from the DVD dat a source across the PCi bus , decrypts the 
DVD data and creates a pacl<et data, and sends the pacl<et data to the 
buffer via the n^mjry bus . The i\/PEG-2 decoder receives the pacl<et data, 
via the transport bus , f r cm t he buf f er . In more general terms, the 
syst em connect s two existing busses in aconputer of set -top... 
a ai ms: 

... a CPU ( cent r ai pr ocessi ng uni t ) t o a decoder , conpr i si ng: a CPU connect ed 
to a first bus i nt erf ace; syst em n^mory connected to the first bus 
interface vi a a memory bus ; a second bus interface connected to the 
first bus interface via a PCi (peripherai conponent interconnect) bus 
;a DVD dat a source connected to the second bus interface; anda pacl<et 
data decoder connected to the rrenory bus vi a a buf f er ; \«herei n the CPU 
reads DVD dat a from the DVD data source across the PCi bus , decrypts 
the DVD dat a and creating pacl<et data, sends the pacl<et dat a t o the 
buffer via the n^mory bus , and \«herein the decoder receives the pacl<et 
data, via the transport bus , from the buffer. Basic Der\went VV6el<: 
200606 
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^^thod of selectively denying access to encoded data in rrilitary 
helicopter field, involves deleting encryption key transferred from 
magnetic card to corrput 1 ng device, by operator or automatically during 
power I OSS 

Patent Assignee: LOCKHEED l\ARTI N CCRP ( LCCK) 
I nvent or : Kl LIVER R L; LEE LA; IVENI QCZ D R 
Patent Farii I y (1 patents, 1 countries) 
Pat ent AppI 1 cat 1 on 

Nunt)er Kind Date NunlDer 

US 6928551 B1 20050809 US 1999162404 

US 2000697304 



Ki nd Dat e U|3dat e 
19991029 200557 
20001027 



US 



Pat ent Det ai I s 

Nurrber Ki nd Lan 

US 6928551 81 EN 



US 1999162404 



AI erti ng Abstract US Bl 

NCVELTY - The encryption key loaded fromnission planning workstation, is 
transrritted f rom rragnet i c card to non-volatile n^mory of portable conput i ng 
device to execute desired process. The key is deleted from the card, after 
transporting the card and device to specific distance from the workstation. 
The encryption key is deleted from the memory by an operator or 
aut orrat i cal I y i n t he event of power loss. 

DESCR PTI CN - An I NDEPENDENT CLAI Mis ai so i ncl uded for system for 
selectively denying access to encoded data. 

USE - For selectively denying access to encoded data in nilitary 
hel i copt er f i el d. 

ADVANTAGE - Protects the access of encoded data by the unauthorized 
person, reliably while quickly rendering the selected data unavailable from 
corrput er n^mory. 



DESCRPTICN OF DRAW NGS - The figure shows a block diagram of the 
connect i on f r om ni ssi on pi anni ng wor l<st at i on to t he syst em wi t h dat a access 
denyi ng uni t . 

101 small conput er syst em 1 nt er f ace (SCSI) bus 

104 extended mass storage unit ( ElVBU) disk drive 

105 dual personal conput er nsmory card international association 
( PCM3I A) card reader data transfer syst em ( DTS) 

Title Terrre/lndex Terms/ Additional Wbrds: IVETHOQ SELECT; ACCESS; ENCCDE; 
DATA; M LI TARY; l-ELI COPTER ; Fl ELE^ DELETE; ENCRYPTI CN; KEY; TRANSFER 
IVAGNETI C; CARD; CCI\/PLn"ATI CN; DEVI CE; CPERATE; ALrTOVATI Q POAER; LCSS 

a ass Codes 

I nt er nat 1 onal CI assi f 1 cat 1 on ( + At t r 1 but es) 
I PC + Level Value Position Status Version 

I-I04L- 0029/ 06 A I R 20060101 

I-I04L-0009/00 A I R 20060101 

I-I04L- 0029/ 06 C I R 20060101 

I-I04L-0009/00 C I R 20060101 

US a assi f 1 cat 1 on, Issued: 713200000, 380050000, 380052000, 380273000, 

380278000, 380283000, 380286000, 713185000, 713193000, 713200000, 

713201000 

Fl I e Segment : EPI ; 

DWPI a ass: T01; T04; W)6; W)7 

IVbnual Codes (EPI/S-X): T01-D01; T01-I-I01B4; T01-J07D1; T01-J12C; T04-A03A; 
W)6-B01B; W)7-X01 

Mat hod of sel ect i vel y denyi ng access t o encoded dat a in rri 11 1 ary 
helicopter field, Involves deleting encryption key transferred from 
magnetic card to corrputlng device, by operator or... 

Alerting Abstract ...USE- For selectively denying access to encoded data 
1 n ni I 1 1 ar y hel i copt er field... 

...101 small corrputer syst em 1 nt er f ace (SCSI) bus 



...105 dual personal conput er nsmory card international association 
( PCIVCI A) card reader data transfer syst em ( DTS) 

Ti 1 1 e Terns. ../ 1 ndex Terms/ Addi t i onal Wbrds: l-ELI COPTER ; 

Or i gi nal Publ I cat I on Dat a by Aut hor 1 1 y 



u ai rrs: 

. . . sensl 1 1 ve dat a usi ng sai d encrypt 1 on key; I oadi ng t he encrypt ed dat a ont o 
the riBdi a devi ce; I oadi ng unencrypted data onto a nsdi a device, \«herein 
data necessary to enable a target portable corrputlng device associated 
wi t h a vehicle to return to a location selected as a ni ssi on end 
location remains unencrypted ; di sconnect 1 ng said nsdi a device from the 
rri ssi on planning vtorkstatlon ; connect i ng a nsdi a device to the target 
portable conput 1 ng device ; powering up the target portable conput 1 ng 
device , thereby enabling it to execute a desired program or 
process; t r ansf er r 1 ng said encryption key to volatile nsmory from said nsdi a 
devi ce; t ransport 1 ng the target portable conput 1 ng device and nsdi a 
devices to a location physically distant from the ni ssi on planning 
wor kst at 1 on; del et 1 ng sai d encr ypt 1 on key f r om sai d nedi a devi ce. . . 
Basic Derwent Wfeek: 200557 
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Terninal data loading device I nst al I ed I n mobi I e platform e.g. 
aircraft, receives media data from media el enent and outputs 
media signal to control processor for distribution to network as wireline 



si gnal 

Patent Assignee: FARLEY R J ( FARL- 1 ) ; RENTTCN J J ( REtvH"- 1 ) 
I nventor: FARLEY R J; REtvTTCN J J 
Patent Farri I y (1 patents, 1 countries) 
Pat ent AppI i cat i on 

Nunter Ki nd Dat e ISLnter Ki nd Dat e UjDdat e 

US 20050129239 A1 20050616 US 2002428091 P 20021121 200548 B 
US 2003718474 A 20031120 

Pri ori ty AppI i cati ons (no. , l<i nd, date): US 2002428091 P 20021121; US 
2003718474 A 20031120 

Pat ent Det ai I s 

Nunter Ki nd Lan Pg Dwg Fi I i ng Not es 

US 20050129239 AI EN 18 9 Rel at ed t o Pr ovi si onal US 2002428091 
AI er t i ng Abst r act US A1 

NCVELTY - The t erni nal data loading device (100) has media unit 
I i l<e digit ai ver sat i i e di sk ( DVD ) dr i ve vJhi ch r eads t he rredi a dat a f r om 
a media element e.g. UND , and outputs the n^di a si gnai (106) to a 
controi processor for generating an information signal (110). A 
wireiine comrruni cat 1 on unit outputs wireiine si gnaf (114) in response 
to information si gnai to a net\Aorl< on the aircraft . 

DESCR PTi CN - i NDEPENDENT CLAi iVB are ai so i nci uded for t he f oi i owi ng: 

1. n^thod for secureiy processing and transferring information 
content for use with t erni nai data loading device; 

2. machi ne readable medi um st or 1 ng programs for information content 
delivery over network on mobile platform; 

3. n^t hod for on - loading content for use wi t h t er ni nal data loading 
device on mobile platform; and 

4. n^thod for off- loading content for use with t erni nal data loading 
device on mobile platform. 

USE - For I oadi ng dat a cont ent I 1 ke 1 n- f I 1 ght ent er t ai nnsnt ( I FE) content 
e.g. movies for rrobi I e platform e.g. aircraft , tour bus , train , 
HDtor horTB, cruise ship , vehicle , using rrobM e connunl cat 1 on system 
e . g. global system for mobile comrruni cat 1 on (GSIV) system, voice, 
data , facsirrile and short nsssage service ( SMS) protocols. 

ADVANTTAGE - Provides permanently installed, high data capacity 
crypt ogr aphi cal I y secure t erni nal data loading (TDL) device for receiving 
transport media element and delivering information content to users 
in mobile pi at forms . Enables to decrypt protected content in real 
tins, as it is read from removable medi um so that movies and other 
content need to be transported to the aircraft unsecured. 

DESCR PTI CN OF DRAW NGS - The figure shows a block diagram of the 
t erni nal data loading device. 

100 TDL devi ce 

106 riEdl a si gnai 

110 i nf or mat 1 on si gnal 

114 wi rel 1 ne si gnal 

Title Terms/index Terms/ Additional Wbrds: TERM NAL; DATA; LCAD; DEVICE; 
I NSTALLATI CN; tJCB\ LE; PLATFCRM AI RCRAFT ; RECEI VE; IVEDI UM ELEIVENT; 
CUTPUT; SI GNAL; CCNrTRCL; PROCESSCR; DI STRI BUTE; NETWCRK; W RELI NE 

a ass Oodes 

I nt er nat 1 onal Q assi f 1 cat 1 on ( + At t r 1 but es) 
I PC + Level Value Position Status Version 

I-I04K-0001/00 A I R 20060101 

I-I04K-0001/00 C I R 20060101 

US a assi f 1 cat 1 on. Issued: 380270000 

Fi I e Segment : EPI ; 

DVV>I a ass: T01; W)2; W)6; X22; X23 

N/bnual Codes (EPI/S-X): T01-N01D1; T01-N02B1B; T01-S03; W)2-C03C; W)2- F07l\/B 
; W)6-B01C7; W)6-C01C9; X22-J13; X23-A13 
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0014320067 - Drawing available 
V\PI ACC NQ 2004-507539/200448 
XFPX Acc No: N2004-401095 

Data processing syst em i n serial cormunl cat I on network, has 
device vtith hardware encryption logic to encrypt input data, 
circuit to transrrit encrypted data over dedicated encrypted 

Pat ent Assi gnee: KCNI NK PHI LI PS ELECTRCNI CS NV ( PHI G) 
I nvent or : EVO/ D; EVO/ D R; EVCX R D 
Patent Fani I y (9 patents, 107 countries) 



peri pheral 
and i nt erf ace 
virtual channel 



Pat ent 
Nunber 
WD 2004056031 
AU 2003288591 
EP 1576802 



I Dat e 
20040701 
20040709 
20050921 



J P 2006511123 W 20060330 



AU 2003288591 
CN 1729644 
KR 2005092710 



20051110 
20060201 
20050922 



AppI 1 cat 1 on 
NunlDer 

VO 20031 B6012 
AU 2003288591 
EP 2003780432 
VO 20031 B6012 
TW 20031 35835 
US 2002434796 
VO 20031 B6012 
US 2005539196 
VO 20031 B6012 
JP 2004560124 
AU 2003288591 
CN 200380107082 
VO 20031 B6012 
KR 2005711071 
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Pat ent Det ai I 

NunlDer 

VO 2004056031 

National Designated States, 
BZCACHCNCXDCRCUCZ 
I D I L I N I S J P KE KG KP 
l\^ Nl NO NZ CM PG PH PL 
UA UG US UZ VC VN YU ZA 

Regional Designated States, 
FI FR GB GH GM GR HU I E 
SZ TR TZ UG ZIVI ZW 

AU 2003288591 AI EN 

EP 1576802 A2 EN 

Regional Designated States, 
FR GB GR HU I E I T LI LT 
TW 200423669 A ZH 
US 20060059213 AI EN 



KI nd Lan Pg Dwg Fi I 1 ng Not es 



36 10 
gi n£ 

DE DK DM DZ EC EE EG ES FI GB GD GE GH GM HR HU 
KR KZ LC LK LR LS LT LU LV Mi\ IVD M3 M< MM M/V l\^ 
PT RO RU SC SD SE SG SK SL SY TJ TM TN TR TT TZ 
ZM ZW 

ai gi nal : AT BE BG BWCH CY GZ DE DK EA EE ES 
I T KE LS LU M3 M/V IVZ NL CA PT RO SD SE SI SK SL 

Based on OPI patent VO 2004056031 
PCT AppI 1 cat 1 on VO 20031 B6012 
Based on OPI patent WD 2004056031 
a 1 gi nal : AL AT BE BG CH CY GZ DE DK EE ES FI 
LU LV M3 M< M. PT RO SE SI SK TR 

Rel ated to Provl si onal US 2002434796 
PCT AppI 1 cat 1 on VO 20031 B6012 
JP 2006511123 W JA 27 PCT AppI 1 cat 1 on VO 20031 B6012 

Based on OPI patent WD 2004056031 
Based on OPI patent VO 2004056031 
PCT AppI 1 cat 1 on VO 20031 B6012 
Based on OPI patent VO 2004056031 

AI erti ng Abstract WO A2 

NCVELTY - The peripheral device (16) e.g. DVD player connected to 
host device (12) through peripheral corrponent interconnect (PCI) (14), has 
hardware encryption logic (34) to encrypt input data stream, and 
interface circuit (32) to transm't encrypted data stream over dedicated 
encrypted virtual channel. The host device has interface circuit (30) 
to receive encrypted data stream and decryption logic (36) to decrypt 
i t . 

DESCR PTI CN - I NDEPENDENT CLAI IVB are ai so i ncl uded for t he f ol I owi ng: 
1 . ci rcui t ar r angerrsnt ; 



2. program product for circuit arrangement definition; 



3. data conmini cat i on rrst hod; 



4. data access provision n^thod; 

5. integrated circuit; and 

6. access card. 

USE - For processing data sucli as movie, nusi c and teievision broadcast 
to be transnitted between iiost device and periplieral device such as DVD 
player , gan^ syst eni set -top box and digitai sateiiite broadcast receiver 
in nui t i - channel serial conmini cat i on netwDrl<. 

ADVANTTAGE - The payi oad modifications necessary to i npi en^nt dedicated 
encrypted virtuai channei are i npi en^nt ed externai to the circuits, thereby 
i npi en^nt i ng encrypted virtuai channei s without any modification t o t he 
PQ -express standard. Additionai channei s are provided for non- encr ypt ed 
data transnission and a comron bus resource is shared for nui t i pi e 
usages, thereby reducing cost, ai i owi ng for increased fiexibiiity In 
portion of data to be encrypted. 

DESCR PTi CN CF DI^W NGB - The figure shows the bi ocl< diagram of the data 
processi ng syst em 

12 host devi ce 

14 pa 

16 peri pherai devi ce 
30,32 interface circuits 
34 hardware encryption i ogi c 
36 decrypt i on i ogi c 

Title Terns/index Terms/ Additionai Wbrds: DATA; PFCCESS; SYSTEiVt SER AL; 
COMM GATE; NETVOK; PER PHERAL; DEVi CE; l-IAR3\AARE; ENCRYPTi CN; LCQ C; 
i NPUT; i NTTERFACE; Ci RCUi T; TRANSiVI T; DED CATE; Vi RTUAL; CHAMMEL 

a ass Oodes 

i nternationai Q assi f i cat i on ( iVbi n) : I-I04L-009/00, I-I04L-009/06, I-I04N-005/00 

(Additionai /Secondary): I-I04N-007/24 
i nt er nat i onai CI assi f i cat i on ( + At t r i but es) 
i PC + Level Value Position Status Version 

QD6F-0021/00 A I R 20060101 

Q06F-0003/00 A i F B 20060101 

I-I04L-0009/00 A i F B 20060101 

I-I04L-0009/ 10 A i F B 20060101 

QD6F-0021/00 C I R 20060101 

QD6F-0003/00 C I L B 20060101 

I-I04L-0009/00 C I L B 20060101 
US a assi f i cat i on, issued: 708135000 

Fi i e Segment : EPi ; 
DWi a ass: T01; W)1 

l\/bnuai Codes (EPi/S-X): T01-C07C4; T01-D01; T01-S03; W)1-A05A 

AI er 1 1 ng Abst r act . . . NCVELTY - The peripheral device (16) e.g. DVD 
player connected to host device (12) through peripheral conponent 
interconnect (PCI) (14), has hardware encryption logic (34) to encrypt 
input data stream, and interface circuit (32) to transnit encrypted 
data St ream over dedicated encrypted virtual channel. The host device has 
interface circuit (30) to receive encrypted data streani and decryption 
logic (36) to decrypt it. . . . nusi c and television broadcast to be 
transrritted between host device and peripheral device such as DVD player 
, gariB syst ern set -top box and digital satellite broadcast receiver in 
nui t i - channel serial conmini cat i on network. 

. . . PCI - expr ess standard. Additional channels are provided for non- encrypt ed 
data t ransrri ssi on and a comrDn bus resource is shared for nui t i pi e 
usages, thereby reducing cost, allowing for increased flexibility In 
portion of data to be encrypted 

Cr i gi nal Publ I cat I on Dat a by Aut hor 1 1 y 

Olglnal Abstracts: 

. . . ai ong chi p boundar i es. 

be pr ovi ded f or a di gi t al dat a st r eam usi ng a nui t i - chl p 



scherTB that relies on one chip (148) to provide access control over a. 



...nultiple chips re- encrypts a digitai data stream that has been decrypted 
on the access control chip ( 148 ) using hardware encryption logic ( 
162 ) disposed on the access control chip ( 148 ), conmini cat es the 
re-encrypted digital data st earn over a dedicated encryption virtual channel 
supported by the rrul 1 1 - channel serial conmini cat 1 ons interface, and 
decrypts the re- encrypted digital data steam using hardware decryption 
logic ( 164 ) disposed on the other chi p ( 150 ). 



. . . f rom amang nultiple virtual channels supported by the conmini cat 1 ons 
interface (<b>14</b>). Encryption for the dedicated encrypted virtual 
channel is provided by a hardware encryption circuit ( <b>34</ b>) that is 
coupl ed to t he. . . 

... re- encrypt s a digital data stream that has been decrypted on the access 
control chip ( <b>148</b> ) using hardware encryption logic ( <b>162</b> ) 
disposed on the access control chip ( <b>148</b> ), cormunicates the 
re- encrypted digital data st eam over a dedicated encryption virtual 
channel supported by the nrul t i - channel serial conmjni cat 1 ons interface, 
and decrypts the re-encrypted digital data steam using hardware 
decryption logic ( <b>164</b> ) disposed on the other chip ( <b>150</b> 



. . . A dat a processing system circuit arrangement, and nBt hod to conmjni cate 
data over a mil 1 1 - channel serial conmjni cat 1 ons interface (14) using a 
dedicated encrypted virtual channel from among nultiple virtual channels 
supported by the conmjni cat 1 ons interface (14). Encryption for the 
dedicated encrypted virtual channel... 

...streani with another chip (150) utilized to process the digital data 

st ram once authorized to do so. A secure, nul 1 1 - channel serial 

conmjni cat i ons Interface between the nultiple chips re- encrypts a digital 

data stream that has been decrypted on the access control chi p ( 148 ) 

using hardware encryption logic ( 162 ) disposed on the access control chip 

(148), conmjni cates the re-encrypted digital data steam over a dedicated 

encryption virtual channel supported by the nul 1 1 - channel serial 

conmjni cat i ons Interface , and decrypts the re- encrypted digital data 

steam using hardware decryption logic ( 164 ) disposed on the other chip 

( 150 ). 



. PCI - Expr ess- conpat i bl e interface circuit configured to support data 



the plurality of PQ -Express virtual channels includes an unencrypted 
default virtual channel and a dedicated encrypted virtual channel 
configured to coiminlcate encrypted data exclusively, wherein the first 
PQ - Expr ess- conpat 1 bl e interface circuit includes a plurality of channel 
interconnects, each associated with a virtual channel among the plurality 



...interconnect among the plurality of virtual channels is coupled to the 
hardware encryption circuit to receive the encrypted data streani and 
wherein the first PCI -Expr ess- corrpat I bl e interface circuit Is 
configured to cormunlcate the encrypted data stream fromthe 
hardware encryption circuit over the dedicated encrypted virtual channel ; a 
second 1 nt egr at ed ci r cui t . . . 

...interconnects, each associated with a virtual channel among the 
plurality of virtual channels; a hardware decryption circuit coupled to a 
first channel interconnect arrong the plurality of channel Interconnects 
for the second PQ - Expr ess- conpat i bl e interface circuit and configured to 
decrypt the encrypted data stream and a second logic block coupled to the 
hardv\iare decryption circuit and configured to use the decrypted data 
stream andcontrol logic coupled to at least one of t he first and 
second PQ - Expr ess- conpat 1 bl e interface circuits and configured to 
coiminlcate authorization data over the default virtual channel to 
authorize secure comrrunl cat I on between the first and second Integrated 
circuits over the dedicated encrypted virtual channel. 



a al nnB: 



conmjni cat i on over 




virtual channels, wherein 
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Ftead circuit i n personal conputer, has decryption circuit for 



decrypting data stored in rredi a card, and another encryption/ decryption 
circuit for encrypting data and decrypting comrrands received from bus 
Patent Assignee: LUECK A ( LUEC- 1 ) ; MM N K ( IVAI N- 1 ) ; IVDAERY K R ( IVCWE- 1 ) ; 

TEXAS I NSTR I NC ( TEXI ) 
I nvent or : LUECK A; M^l N K; IVAI N K K; IVCWERY K R 
Patent Fani I y (2 patents, 2 countries) 
Pat ent /\ppl 1 cat 1 on 

Nunter Ki nd Dat e Nunber Ki nd Dat e \Jp6a\. e 

US 20040117642 A1 20040617 US 2002321315 A 20021217 200448 B 
JP 2004199689 A 20040715 JP 2003418219 A 20031216 200448 E 

Prl orl ty AppI 1 cat 1 ons (no. , kind, date): US 2002321315 A 20021217 

Pat ent Det ai I s 

NunlDer Ki nd Lan Pg Dug Fi I 1 ng Not es 

US 20040117642 AI EN 8 3 
JP 2004199689 A JA 12 

AI er t i ng Abst r act US A1 

NCVELTY - A decryption circuit is connected to the bus and the n^di a 
card, for decrypting data stored on the n^di a card. /\not her encryption/ 
decryption circuit is connected to the bus and n^di a card, for 
encrypting data and decrypting comnands sent on the bus . A driver 
software subtracts the CPLJror encrypting the comnands and decrypting 
encrypt ed dat a. 

DESCR PTI CN - I NDEPENDENT CLAI IVB are ai so 1 ncl uded for t he f ol I owl ng: 

1. secure transnission path; 

2. n^t hod of secure transnission of data and comnands; and 

3. n^t hod of reading data. 

USE - In personal corrput er for reading secure data from FLASH media 
cards. 

ADVANTAGE - Avoids unauthorized access to decrypted information, thereby 
1 rrpr ovi ng secur 1 1 y of dat a r ead f r om nsdi a car d. 

DESCR PTI CN OF DRAW NGB - The f 1 gure shows t he bl ock dl agram of a n^di a 
card reader . 

Tl 1 1 e Terns/ 1 ndex TerniB/Addi 1 1 onal Wbrds: READ; CIRCUIT; PERSCN; COVPUTER; 
DECRYPTER; DATA; STCRAGE; IVEDI UIVl CARR ENCRYPT I CN; CCM/AND; RECEIVE; 
BUS 

a ass Oodes 

I nt er nat 1 onal CI assi f 1 cat 1 on ( + At t r 1 but es) 
I PC + Level Value Position Status Version 



QD6F-0012/14 
QD6F-0021/00 
QD6F-0021/06 

QD6F-0021/24 A 

QD6K-0017/00 A 

QD9C-0001/00 A 

I-I04L- 0009/ 32 A 

QD6F-0012/14 C 

QD6F-0021/00 C 

QD6K-0017/00 C 

QD9C-0001/00 C 

I-I04L- 0009/ 32 C 
US a assi f i cat i on, 

Fi I e Segnent : EPI ; 



20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
ssued: 713193000 



DWI a ass: T01; T04; W)1 

IVbnual Codes (EPI/S-X): T01-D01; T01-I-I01B3A; T01-H01C2; T04-K02; W)1-A05A 
Ftead circuit i n personai corrputer, has decryption circuit for 
decrypting data stored in rredi a card, and another encryption/ decryption 
circuit for encrypt i ng dat a and decrypting commands received from bus 

Q-iginal Titles: 

SECURE iVEDi A CARD CPERATi CN CVER UtVBECURED PQ BUS 



...Secure n^di a card operation over an unsecured PCi bus 

Al er t i ng Abst r act ... NO/EL TY - A decryption circuit is connected to t iie 
bus and t iie n^di a card, for decrypting data stored on the n^di a card. 
Anot iier encryption/ decryption circuit is connected to tine bus and 
npdi a card, for encrypting data and decrypting comnands sent on tine 
bus . A driver software subtracts t iie CPU for encrypting tine comnands and 
decrypting encrypted data. . . . DESCR PTi CN OF DRAWtvlGB - Tine figure slio\ws 
t hie bi ocl< diagram of a media card reader . 

Ti 1 1 e Terns. ../ i ndex Terms/ Addi t i onai Wbrds: BUS 

Q- i gi nal Publ i cat i on Dat a by Aut hor i t y 

Q-iginal Abstracts: 

...encryption function decryption circuit whi cli remains in liardware on tine 
peripiierai side of a PCi bus . Tlie conrmnd function generator for t lie 
n^di a card is separated and performed i n t fie CPU. Ail information flow 
across t fie PCi bus is encrypted wi t ii the media encryption function or a 
second encryption function such as DES so as to i npede. . . 
a al m: 

. . . encrypt i on f unct i on corrpr i si ng: a corrput er liavi ng a CPU \«hi cli 
conmini cat es with peripheral devices vi a a bus ; first decryption 
circuit coupled to the bus and to the media card for decrypting data 
St or ed on t he rredl a car d ut I I I zi ng t he f i r st encrypt i on f unct i on; a 
second encryption/ decryption circuit coupled t o t he bus and the n^di a 
card for encrypting data and decrypting cornmnds sent on the bus 

ut i i i zi ng a second encr ypt i on f unct I on ; a dr I ver st or ed wi t hi n t he 
conput er for instructing the CPU t o generate the comnands, for encrypting 
the comnands and for... 
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Dat a saf eguardi ng rret hod f or cormunl cat I on appi I cat I ons, I nvol ves 
translating protocol specific encrypted data stream to protected content 
exchange encrypted data stream which Is transferred, for decryption to 
decodi ng devi ce 

Patent Assignee: I NTT EL CORP ( I TLC) 
I nventor: M^NQCLD R P; PFOTEiVHAUER J L; SHI PPY K L 
Patent Farri I y (1 patents, 1 countries) 
Pat ent Appi 1 cat 1 on 

Nunter Kind Date Nunter Kind 

US 6668324 BI 20031223 US 1999460537 

Pri ori ty Appi 1 cati ons (no. , kind, date): US 1999460537 A 19991213 

Pat ent Det al I s 

Nurrber Ki nd Lan Pg Qng Fi I 1 ng Not es 

US 6668324 BI EN 23 13 

Al erti ng Abstract US BI 

NCVELTY - Cne of the protocol specific encrypted data streams is received 
by a bus (120) from an input device (110) and is translated into a 
protected content exchange (PCX) encrypted data stream The PCX encrypted 
data stream is transferred to a decoding device (102), for decryption. 

DESCR PTI CN - I NDEPENDENT CLAI IVB are al so 1 ncl uded for t he f ol I owl ng: 



1. article of manufacture including conput er readable rrsdi urn st or i ng 
instructions to execute data safeguard process; 

2. recorded rredi urn st or i ng instructions to execute data safeguard 
process; 

3. data safeguarding system; 

4. f 1 xed- si ze dat a st r eam 1 nf or mat 1 on synchroni zi ng n^t hod; and 

5. fixed- size data st r eam i nf or mat 1 on synchronizing system 

USE - For saf eguar di ng t r ansf er of dat a wi t hi n devi ce such as sat el I 1 t e 
receiving dish and conput er or set -top box, digital versatile disk ( DVD 
) player in terms of content encryption. 

ADVAtsTTAGE - The dat a wi t hi n syst eni is protected f r om t anper 1 ng or 
unauthorized access by sel f - modi f i cat 1 on of PCX modul e code and 
sel f - ver i f i cat i on of PCX codes. Thus, data is protected f r om unwar r ant ed 
hacl<i ng or copyi ng. 

DESCi^ PTI CN OF DFiAW NGB - The f 1 gur e shows t he syst em bl ock di agr am of 
data saf eguar di ng system 

100 data safeguarding system 
102 decodi ng devi ce 
104 safeguarding device 
106 PCX 



Ti 1 1 e TerriB/ 1 ndex TerniB/Addi t i onal Wbrds: DATA; SAFEGUARE^ IVETHOQ 

CaVMJNI CATE; APPLY; TFIANSLATI CN; PFIOTOCCL; SPECI Fl C; ENCRYPTI CN; STREAM 
PROTECT; CCNTElvn-; EXCHANGE; TRANSFER; DECRYPTER; DECCDE; DEVICE 

a ass Oodes 

I nt er nat 1 onal CI assi f 1 cat 1 on ( + At t r 1 but es) 
I PC + Level Value Position Status Version 

QD6F- 001 1/30 A I R 20060101 

QD6F-0021/00 A I R 20060101 

QD6F- 001 1/30 C I R 20060101 

QD6F-0021/00 C I R 20060101 

US a assi f 1 cat 1 on. Issued: 713189000, 713151000, 713165000, 713168000, 

713193000 

Fl I e Segment : EPI ; 

DWI a ass: T01; W)1; W)3 

N/bnual Codes (EPI/S-X): T01-D01; T01-J08A; T01-S03; W)1-A05A; W)3-A16C3; 
W)3- QD5C1 

Alerting Abstract . . . NCVELTY - Qie of the protocol specific encrypted 
data streams is received by a bus (120) from an input device (110) and is 
translated into a protected content exchange (PCX... 

...within device such as satellite receiving dish and conput er or set -top 
box, digital versatile disk ( DVD) pi ayer in terms of content 
encrypt i on. 

Gr i gi nal Pubi i cat i on Dat a by Aut hor i t y 

Criginal Abstracts: 
A syst em and riEt hod of saf eguardi ng dat a wi t hi n a devi ce are descr i bed. 
In one errbodi rrsnt , at least one protocol specific encrypted data stream is 
received. The protocol specific... 

... dat a st r eam i s t r ansi at ed i nt o a pr ot ect ed cont ent exchange ( PCX) 
encrypt ed dat a st r eam I n addi t i on, the PCX encr ypt ed dat a st r eam i s 
transferred to a decoding device and the PCX encrypted data stream 
decrypt ed. 
a ai rrs: 

...content exchange (PCX) encrypted data stream; transferring the PCX 
encrypted data stream to a decoding device ; and decrypting the PCX 
encrypted data stream 
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Dl gl t al rrul 1 1 mBdi a cont ent pi ay back apparat us e. g. personal corrput er 
decrypts, decodes and dowisarrples rrul 1 1 rredl a content stored in DVD based on 
author specified parameter and renders the content to user 

Patent Assignee: I MTEL CORP ( I TLC) 

I nventor: LYDECKER G H; IVALI SZEVCKI R L; MDPHERSCN A J; MDORER J A; TRAWB 
S 

Patent Fani I y (1 patents, 1 countries) 
Pat ent AppI 1 cat 1 on 

Nunter Ki nd Dat e Nunber Ki nd Dat e LJ|3dat e 

US 6662060 B1 20031209 US 1999420185 A 19991018 200406 B 

Prl orl ty AppI 1 call ons (no. , kind, date): US 1999420185 A 19991018 

F^t ent Det ai I s 

NunlDer Ki nd Lan Pg Dwg Fi I i ng Not es 

US 6662060 B1 EN 9 3 

Al erti ng Abstract US B1 

NCVELTY - An access madul e (24) controlling access to mil ti media content 
from DVD (14) has decrypt er (26) that decrypts mil 1 1 n^di a cont ent \«hi ch is 
decoded by decoder (28). A downsarrpl er (30) do\«nsanpl es decoded content to 
render the content to user. The decrypting, decoding and do\«nsanpl 1 ng are 
controlled based on author specified parameters such as filter 
characteristics, transfer characteristics, sanpl 1 ng rate, do\Misanpl 1 ng 
al gor 1 t hm 

DESCR PTI CN - An I NDEPENDENT CLAI Mis al so 1 ncl uded for art 1 cl e of 
manuf act ur e corrpr i si ng st or age medi um st or 1 ng dl gl t al mil 1 1 medi a cont ent 
pi ayback program 

USE - For reproduci ng dl gl tal mil 1 1 n^di a cont ent from DVD using DVD- RCM 
drive of personal conputer. 

ADVANTAGE - The mil 1 1 medi a cont ent is reproduced efficiently 
corresponding to author specified paran^ters. 

DESCRI PTI CN OF DRAW NGB - The f 1 gure shows t he bl ock dl agram of t he 
rrul 1 1 n^di a pi ayback syst em 
10 processing system 
12 DVD- RCM drive 
14 DVD 

22 pi ayer appi 1 cat 1 on 

24 DVD access modul e 

26 decrypt er 

28 decoder 

30 downsanpl er 

32 aut 0 - 1 nst al I er script 

Title Terns/index Terms/ Additional Wbrds: Dl Q TAL; CCNTENT; PLAYBACK; 

APPARATUS; PERSON; COVPUTER; DECODE; STORAGE; BASED; SPECI FI ED; PARAIVETER 
; RENDER; USER 

a ass Oodes 

International Q assi f 1 cat 1 on ( IVbi n) : I-I04N- 007/ 04 

US a assi f 1 cat 1 on, Issued: 700094000, 386095000, 386096000, 386105000 

Fi I e Segment : EPI ; 
DV\PI a ass: T01 ; T03 

IVbnual Codes (EPI/S-X): T01-D01; T01-I-I01B2; T03-B05; T03- B06C; T03- N01 

Al er t i ng Abst r act ...32 aut o - i nst al I er script 
Cr i gi nal Publ i cat i on Dat a by Aut hor i t y 



a ai ns: 

...playback of digital mil 1 1 medi a content stored on a renDvable storage 



rTBdi um i n an aut hor - cont r ol I ed title specific manner , corrprising : 
a pi ayer application to render the digital mil t i n^di a content for a 
user; an aut o- 1 nst al I er script for automatically installing the player 
application; at least one access msdui e, bundled wi t h t he auto - installer 
script and the player application on the rerrovable storage rredi um , 
to control access to the digital nultirredia content; wherein the at 
least one access module includes a decrypt or to decrypt the digital 
nultin^dia content to produce decrypted content according to the 
author- controlled title specific parameters, a decoder to provide a 
user wi t h an interface according to the aut hor - cont r ol I ed title specific 
paran^ters and decode and deconpress the decrypted content to produce 
decoded content in response to a user input, and a downs anpl er to 
downsanpl e. . . 

. . . access rrodul e t o provi de a user wi t h an i nt erf ace and cont rol at I east 
one of decrypting , decorrpr essi ng, decoding and downsanpl i ng of the 
digital mil ti rredi a content , i n an author controlled title specific 
manner . 
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0013059097 - Drawing available 
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^/lJl t i medi a cont ent di st ri but i on apparat us f or CD player , cell phone, 
transfers contents to playback device by secure cormuni cat i on after rrut ual 
aut hent i cat i on of di st ri but i on and pi ayback devi ces 

Patent Assignee: GEN I NSTR CCRP ( GEMVO 
I nvent or : DERI ETRO IVl SAFAD R 
Patent Farii I y (1 patents, 1 countries) 
Pat ent AppI 1 cat 1 on 

Nunber Ki nd Dat e Nunber Ki nd Dat e LJ|3dat e 

US 20020147686 Al 20021010 US 2001826820 A 20010406 200313 B 

Pr 1 or 1 t y AppI 1 cat 1 ons ( no 

Pat ent Det ai I s 

Nunber Ki nd Lan 

US 20020147686 Al EN 

Ai er t i ng Abst r act US Al 

NCVELTY - A di st r 1 but 1 on devi ce i nt er f aced t o a net wor k, det er ni nes 
perni ssi on to make copies of content and registers at least one playback 
device to trace the content distributed t o t he playback device. The 
distribution device and the playback device are authenticated with respect 
to each other, and contents are transferred from the distribution device to 
the playback device by initiating secure conmini cat 1 on. 

DESCR PTI CN - An I NDEPENDENT CLAI IVI 1 s 1 ncl uded for mil 1 1 nsdi a cont ent 
di st r 1 but 1 on met hod. 

USE - For di st r 1 but 1 ng mil 1 1 n^di a cont ent s i ncl udi ng audi o r ecor di ngs, 
audio- visual progranning, analog progr anrri ng, digital broadcast or 
on-derrand l\/PEG-2 programri ng or webcast streaning n^di a f r om di st r 1 but i on 
devices such as personal versatile recorder (PVR) integrated with set -top 
terrrinai to receiver /playback devices such as PC, optical disk player 
e.g. CD player and digital DVD player , portable digital audio 
player , l\/P3 player , video player , cell phone, etc., in hon^, vehicles 
or office through personal area network (PAN). 

ADVAISfTAGE - Allows consumers to transfer content amsng mil t i pi e devices 
in a transparent manner t o t he content type and devices. Prevents 
unauthorized distribution and reproduction of content transferred by the 
syst em oper at or over a delivery network. 

DESCR PTI CN OF DRAW NGS - The f 1 gur e shows t he f I owchar t expl ai ni ng t he 
retrieval of mil t i medi a cont ent . 

Ti 1 1 e Terns/ 1 ndex TerniB/Addi 1 1 onal Wbrds: CCNTENT; □ STRI BUTE; APPARATUS; 
CD, PLAY; CELL; TELEPHCNE; TRANSFER PLAYBACK; DEVICE; SECURE; 
CCi\MJNICATE; AFTER MJTUAL; AUTHENTI CI TY 

a ass Codes 

I nt er nat i onal Q assi f 1 cat i on ( + At t r i but es) 



, kind, date): US 2001826820 A 20010406 
Pg Qflg Fl I 1 ng Not es 



I PC + Level Value Position Status Version 

QD6F-0021/00 A I R 20060101 

I-I04N- 0005/ 00 A I R 20060101 

I-I04N- 0007/ 167 A I R 20060101 

QD6F-0021/00 C I R 20060101 

I-I04N- 0005/ 00 C I R 20060101 

I-I04N- 0007/ 167 C I R 20060101 

US a assl f 1 cat i on, Issued: 705051000 

Fi I e Segment : EPI ; 

DWI a ass: TGI; T03; W)1 

IVbnual Codes ( EPI / S- X) : T01-D01; T03- P07; W)1-A05B 

MjI t i msdi a cont ent di st ri but i on apparat us f or CD player , cell phone, 
transfers contents to playback device by secure cormunl cat I on after mjt ual 
aut hent i cat i on of dl st r I but I on. . . 

Alerting Abstract . . . f rom di st r i but i on devices such as personal versatile 
recorder (PVR) integrated v« t h set - 1 op t erni nal to receiver /playback 
devices such as PC, optical disk player e.g. CD player and digital 
DVD player , portable digital audio player , IVPS player , video player 
, cell phone, etc., in hon^, vehicles or office through personal area 
net wor k ( PAM . . 

Q- i gi nal Publ I cat I on Dat a by Aut hor 1 1 y 
Criginal Abstracts: 

...least one playback device, in accordance with rights established by the 
syst em oper at or or the content provider, where the content is decrypted 
for subsequent playback by the authorized device (s). The method also 
addresses illegal propagation of content. Basic Derwent Wfeek: 200313 
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0012943356 - Drawing available 
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Payment card reader reads stored pseudo nunber and password for 
matching with password stored in memory 

Patent Assignee: AN H G ( ANHG- 1 ) ; VVOORI TECHMCLCCS/ I NC (V\COR-N) 

I nvent or : AN H; AN H G 

Patent Farri I y (3 patents, 98 countries) 

Pat ent AppI 1 cat 1 on 

Nunber Ki nd Dat e Nunber Ki nd Dat e Ujadat e 

WD 2002095670 A1 20021128 VO 2002KR980 A 20020523 200301 B 
KR 2002090375 A 20021205 KR 200128390 A 20010523 200325 E 
AU 2002303005 A1 20021203 AU 2002303005 A 20020523 200452 E 

Pri orl ty AppI 1 catl ons (no. , kind, date): KR 200128390 A 20010523 

Pat ent Det al I s 

Nurrber Ki nd Lan Pg Dng Fi I i ng Not es 

WD 2002095670 Al EN 26 4 

Nat 1 onal Desi gnat ed St at es, Q 1 gi nal : AE AG AL AM AT AU AZ BA BB BG BR BY 
BZCACHCNCOCRCUCZDEDKDMDZECEEESFI GBGDGEGHGMHRHUID 
I L I N I S JP KE KG KP KZ LC LK LR LS LT LU LV IVA IVD M3 IVK MM IWV IVX l\^ NO 
NZ CM PH PL PT RO RU SD SE SG SI SK SL TJ TM TN TR TT TZ UA UG US UZ VN 
YU ZA ZM ZW 

Regional Desi gnat ed St at es, Q 1 gi nal : AT BE CH CY DE DK EA ES FI FR GB GH 

O/l GR I E I T KE LS LU MD MW MZ NL CA PT SD SE SL SZ TR TZ UG ZM ZW 
AU 2002303005 Al EN Based on OPI patent WD 2002095670 

Al erti ng Abstract WD Al 

NCVELTY - Card reader corrprises a reader for the encrypted pseudo 
nurrber stored on t he IC card , a password input unit , a processor 
generating a one-tinB user nurrber based on the password and decrypting 
the pseudo nunber for a display, and a data port t ransrri 1 1 1 ng the user 
nurrber to the agency nunber, its t er ni nal being a conmini cat i on device for 



a settlerTBDt and authentication system Ttie password is stored in a npnory 
for matching with the input password. 

DESCR PTi CN - Ther e ar e i NDEPENDEtsH" CLAi iVB f or : 

1 . A set t i en^nt syst em connect ed through a netwDrl< to an agency terninal 

2. A set t i en^nt n^t hod 

USE- Card reader is for cards with I Os and interfacing with PG6 
DESCR PTi CN CF DI^W NGB - The f i gur e shows a f i ow char t of a set t i ement 
n^t hod using the card reader . 

Title Terms/index Terms/ Additionai Wbrds: PAY; CARD; REAE^ STORAGE; PSEUDQ 
NUVBER; PASSWORD; iVATCH; iVEiVDRY 

a ass Oodes 

i nt er nat i onai Q assi f i cat i on ( iVbi n) : QD6K-017/00 

Fi i e Segn^nt : EPi ; 

DWi a ass: T01; T04; T05 

iVbnual Codes (EPi/S-X): T01-D01; T01-I-I01B3A; T01-J05A; T04- K02; T05-L01B 

Payment card reader reads stored pseudo nunber and password for 
mat Chi ng wi t h password stored in rremDry 

Q-iginai Tities: 

Q^RD READER , AND SETTLEiVENT AND AUTHENTi CATi CN SYSTEiVI USi NG THE CARD 
READER 



. . . CARD READER , AND SETTLEiVENT AND AUTHENTi CATi CN SYSTEiVI USi NG THE 
CARD READER 

Alerting Abstract . . . NCVELTY - Card reader conprises a reader for the 
encrypted pseudo nuniser stored on t he 10 card , a password input unit , 
a processor generating a one-tin^ user nuniser based on the password and 
decrypting the pseudo nuniser for a display, and a data port 
t ransnri tt i ng the user nunber to the agency nunber, its terninal being a 
corTTTuni cat 1 on device for a... 

...USE- Card reader is for cards with I Gs and 1 nt erf aci ng wi t h 
PCS 



. . . DESCRI PTI CN CF DRAW NGS - The f 1 gure shows a f I ow chart of a set 1 1 enent 
nBt hod using the card reader . 

Q- i gi nai Pubi i cat i on Dat a by Aut hor i t y 



Q-iginai Abstracts: 

□ scl osed is a card reader , and a settiensnt/ authentication syst em and 
riBt hod using the sans. The card reader reads a pseudo nurrber stored in 
an IC card , decrypts it, and generates a one- use user nunber on the 
basis of the decrypted pseudo nunber and the password input through an 
input unit. The card reader is connected to an agency terninal 
(e.g., a PC), and the agency terninal provides the user nunber provided by 
the car reader to the set ti ement / authentication syst em on the 
network so as to request a transaction settiensnt or user authentication on 



17/5, K/ 12 (Item 12 f romf i ie: 350) 

Dl ALCG( R) Fi I e 350: Derwent WI X 
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0012939287 - Dr awi ng aval I abl e 
V\PI ACC NQ 2003-015918/ 200301 
XRPX Ago No: N2003-011853 

Digital broadcast receiver e.g. TV, set -top box, decodes scranbi e key 
using key in integrated circuit card and re- encodes scrarrbi e key using 
encoding key generated based on I D of receiver 



Patent Assignee: HITACHI LTD ( HI TA) ; KCHI YANA T ( KCHI - 1 ) ; IVCRI H 

( IVDRI - 1 ) ; CKAYA^yA M ( CKAY- 1 ) ; TOVCKANE T ( TCM> I ) 
I nvent or : KCHI YAM^ T; MCRI NO H; MDR NO T; CKAYAN/A M, CKAYAIVA Y; TOVCKANE T 
Patent Fani I y (3 patents, 2 countries) 
Pat ent AppI i cat i on 

Nunter Ki nd Dat e Nunter Ki nd Dat e UjDdat e 

US 20020101990 A1 20020801 US 2001793114 A 20010227 200301 B 
JP 2002305512 A 20021018 JP 200191685 A 20010328 200301 E 
JP 3925095 B2 20070606 JP 200191685 A 20010328 200737 E 

Pri ori ty AppI i cati ons (no. , kind, date): JP 200125011 A 20010201 

Pat ent Det ai I s 

Nunber Ki nd Lan Pg Dwg Fi I i ng Not es 

US 20020101990 AI EN 22 13 
JP 2002305512 A JA 13 

J P 3925095 82 JA 16 Pr evi ousi y 1 ssued pat ent J P 2002305512 



AI ert i ng Abst ract US A1 

NCVELTY - A tuner (11) receives encrypted digital contents and a scranble 
key. A local CPU (15) decodes the scranble key using a key in an integrated 
circuit ( I C) card (16). A key encoder (19) re- encodes the scranble key, 
using encoding key generated based on t he I D of the vi e\wer and an arbitrary 
r andom nuntier which is mil ti pi led with decoded contents and output to an 
external apparatus. 

DESCR PTI CN - An I NDEPENDENT CLAI Mis 1 ncl uded for dat a reproduci ng 
appar at us. 

USE - Dgitai satellite broadcast receiver such as television receiver, 
set -top box that receives data f r om sat el I 1 t es, and other networks such as 
Internet, LAN and connected to information processor such as personal 
conputer, WDrkstation and mobile phone, etc., and data reproducing 
apparatus (clain^d) such as video recorder. 

ADVANTAGE - As t he scranbl e key is decoded using the key 1 n t he 10 card, 
key managerBnt is rrade si npl er and easier. As the scranble key is 
re- encoded, copyright protection of the content is enabled. 

DESCR PTI CN OF DRAW NGB - The f 1 gure shows t he bl ock di agram of t he 
information processing apparatus. 

11 Tuner 

15 CPU 

16 I C card 

19 Key encoder 

Title TerriB/index Terms/ Additional Wbrds: DI Q TAL; BRD^DGAST; RECEIVE; 
TEL EVI SI CN; SET; TOP; BCK; DECODE; SCRAIVBLE; KEY; I NTEGRATE; 01 RCUl T; 
CARD; ENCCDE; GENERATE; BASED; I D 

a ass Oodes 

I nt er nat 1 onal Q assi f 1 
I PC + Level Val ue Posi 
H04I-I-0001/00 A 
H04L-0009/08 A 
H04N-0005/00 A 
H04N-0007/ 16 A 
H04N- 0007/ 167 f 
H04L-0009/08 A 
H04L-0009/ 14 A 
H04N-0007/ 16 A 
H04I-I-0001/00 0 
H04L-0009/08 0 
H04N-0005/00 0 
H04N-0007/ 16 0 
H04N- 0007/ 167 C 
H04L-0009/08 0 
H04L-0009/ 14 0 
H04N-0007/ 16 0 
US a assi f 1 cat 1 on. 



F B 



cat 1 on ( + At t r 1 but es) 
t i on St at us Versi on 
L R 20060101 
F R 20060101 
R 20060101 
R 20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
R 20060101 
B 20060101 
B 20060101 
B 20060101 
ued: 725031000, 380210000 



Fi I e Segment : EPI ; 

DV\PI a ass: T01; T04; WD3 

IVbnual Codes (EPI/S-X): T01-D01; T01-H01B3A; T01-N02A3A; T04- K02; 
WD3-A16C3A; V»3-A16C3C 



Digital broadcast receiver e.g. TV, set -top box, decodes scranbl e l^ey 
using i^ey in integrated circuit card and re- encodes scranrbl e l<ey using 
encoding i^ey generated based on I D of receiver 

Q- i gi nal Pub! i cat i on Dat a by Aut hor i t y 



Oiginal Abstracts: 

...using the enci plier l<ey, a l<ey storage area for storing tine deci plier key, 
and a bus I / F uni t for transferring tine r e- enci plier ed scrarrtie key and 
enciphered contents to an... 
a ai rTB: 

...receiving data enciphered by a first encipher key; andan encipher unit 
connected to a decipher unit for deciphering at least one of the 
received data and the data decipher key enciphered by a second encipher 
key, said encipher unit enciphering the data deciphered or the data 
decipher key by a re- encipher key,\Mierein the r e- enci pher ed data or the 
dat a deci pher . . . 
Basic Derwent Wfeek: 200301 
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XFPX Acc No: IV2001 - 1 73887 

Msmry card, for storing e.g. dovwil oaded fJP3 files, encrypts session key 
extracted from using public key encryption and transnits it toa server 



HI TA) ; Nl PPCN CCLUIVBI A 
LTD (NPCQ; RENESAS 



Patent Assignee: FUJI tSU LTD ( FUl T) ; HITACHI LTD 
KK ( NPCq ; SANYO ELECTRI C CO LTD ( SACL) ; DENCN 
TECHNCLOG/ KK ( RENE- N) 
I nvent or : ANAZAV\A T; ANAZAWV T N C C L; FURLTTA S; FURLTTA S F L; HASEBE T; 
HASEBE T F L; HATAKEYAIVA T; HATAKEYAIVA T F L; HATANAKA IVl HATANAKA M F L; 
HI CKI T; HI CKI T S E C L; HORI Y; HORI Y S E C L; KAM^DA; KAIVADA F L; 
KA!\/ADA J; KAI^NADR! M KANAMDRI M S E C L; KOTANI S; KOTANI S F L; 
TCNEQ^W\ T; TCNEG^\AA T S; HATANABE M 
Patent Fam I y (10 patents, 94 countries; 



Pat ent 
Nurrber 
WD 2001013358 
AU 200063212 
EP 1209657 



Ki nd 



Dat e 
20010222 
20010313 
20020529 



US 20060116969 AI 20060601 



App\ 1 cat 1 on 
Nurrber 

VO 2000JP5339 
AU 200063212 
EP 2000950052 
VO 2000JP5339 
CN 2000813671 
VO 2000JP5339 
JP 2001517375 
TW 2001 102962 
VO 2000JP5339 
US 200248482 
VO 2000JP5339 
US 200248482 
US 2005263017 
CN 2000813671 
VO 2000JP5339 
JP 2001517375 



KI nd 



Dat e 
20000809 
20000809 
20000809 
20000809 
20000809 
20000809 
20000809 
20010209 
20000809 
20020208 
20000809 
20020208 
20051101 
20000809 
20000809 
20000809 



U|3dat e 
200125 
200134 
200243 



kind, date): JP 1999226406 A 1 



Pat ent Det al I s 

Nurrber Ki nd Lan Pg Qng Fi I i ng Not es 

VO 2001013358 Al JA 127 43 

Nat 1 onal Desi gnat ed St at es, Q 1 gi nal : AE AG AL AlVI AT AU AZ BA BB BG BR BY 
BZGACHCNCRCUCZDEDKDMDZEEESFI GBGDCEGHOVIHRHUiDiL IN 
I S JP KE KG KP KR KZ LC LK LR LS LT LU LV IVA IVD MB IVK MM IWV IVX IVZ NO NZ 
PL PT RO RU SD SE SG SI SK SL TJ TM TR TT TZ UA UG US UZ VN YU ZA ZW 

Regl onal Desi gnat ed St at es, a 1 gi nal : AT BE CH CY DE DK EA ES Fl FR GB OH 
a\/l GR I E I T KE LS LU N/C NA/V MZ NL CA PT SD SE SL SZ TZ UG ZW 

AU 200063212 A EN Based on CPI patent VO 2001013358 



JP 2001517375 



JP 4009108 



PCT AppI i cat i on WD 2000JP5339 
Based on CPI patent WD 2001013358 

gi nal : AL AT BE CH CY DE DK ES Fl FR GB GR 

PT RO SE SI 

PCT AppI i cat i on WD 2000JP5339 
Based on CPI patent WD 2001013358 

PCT AppI I cat I on WD 2000JP5339 
Based on (DPI patent WD 2001013358 
Continuation of application WD 

Continuation of application US 

Continuation of patent US 6999948 
PCT AppI I cat I on WD 2000JP5339 
Based on CPI patent WD 2001013358 



Al erti ng Abstract WD A1 

NCVELTY - The memory card extracts a session key (Ks) by decoding data 
provided on a data bus ( BS3) . An encryption unit ( 1406) encrypts a public 
key KPcard of based on the session key (Ks) and sends it to a server over 
the data bus ( BS3) . Each n^mory (1412) stores data, sucli as a license key 
(Kc) encrypted by a unique public key Kpcard, license ID, and user ID, 
received from server, and stores content data ( Dc] Kc) encrypted by license 
key ( Kc) and supplied over the data bus . 

USE - IVfennry card which can be used for licensed storage of do\«nl oaded 
nusi c f i I es r ecei ved f r om a server , e. g. f or pi ay back I n a port abl e 
telephone equipped wi t h an IIP3 player . 

DESCR PTI CN OF DRAW NGB - The f I gure Is a bl ock dl agram of t he n^mory 
card. (Drawing Includes non- English text). 

110 l\^mDry card 

Ks SessI on key 

BS3 Data bus 

1406 Encryption means 

1412 IVbmory 

Title Terns/ Index Terms/ Additional Wbrds: IVEMDRY; CARD; STORAGE; FILE; 
SESSI CN; KEY; EXTRACT; PUBLI C; ENCRYPTI CN; TRANSM T; SERVE 

a ass Oodes 

International Q assi f I cat I on ( IVbl n) : G10K-015/02, G10K-015/04 
(Additional /Secondary): G01L-019/00, G06F-015/00, GD6F-017/60, GD6K-019/00 

, G06K-019/07, G10L-015/00, I-I04H-001/00, I-I04L- 009/ 08, H04L-009/32, 

I-I04M-011/08, l-l04l\4 003/42, H04I\A 003/ 493 
I nt er nat 1 onal Q assi f I cat 1 on ( + At t r I but es) 
I PC + Level Value Position Status Version 



G06F-0021/00 
G06F-0021/00 
G1 1 B- 0020/ 00 
I-I04L- 0029/ 06 
I-I04L- 0029/ 06 
I-I04L- 0009/ 00 
GD6F-0021/20 
GD6F-0021/24 
GD6K-0019/07 
GD6Q-0050/00 
GI OK- 001 5/ 02 
G10L-0019/00 
1-041-1-0001/00 
I-I04L- 0009/ 08 
I-I04L-0009/ 32 
I-I04M- 001 1/08 
I-I04M-0003/ 42 
I-I04M- 0003/ 493 A 
GD6F-0021/00 
GD6F-0021/00 
G1 1 B- 0020/ 00 
I-I04L- 0029/ 06 
I-I04L- 0029/ 06 
I-I04L- 0009/ 00 
GD6F-0021/00 
GD6K-0019/07 



20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
i 20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 



G06Q-0050/00 C 
G1 OK- 001 5/ 02 C 
G10L-0019/00 C 
1-1041-1-0001/ 00 C 
I-I04L-0009/08 C 
l-l04L-000g/32 C 
I-I04M- 001 1/08 C 
I-I04M-0003/42 C 
I-I04M- 0003/ 487 ( 
US Q assi f i cat i on. 

705052000, 705057000, 
380201000, 380202000, 



20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 

ssued: 705071000, 713150000, 713171000, 705051000, 
705058000, 705059000, 705064000, 380200000, 
380203000, 380277000, 380282000, 705065000 



Fi I e SegriEnt : EngPI ; EPI ; 
DWI a ass: T01; T04; W)1; W)2; W)3; W)4; P86 

IVbnual Codes (EPI/S-X): T01-D01; T01 - HOI B3A; T01-H07C3A; T01-MD6A1; T04- KOI 
; W)1-A05A; W01-AO5B; W)1-C01D8C; W)1-C01P9; W)1-C05B5A; W)2-F10C; 
W)2-F10N3; W)3-A16C3C; W)3-A16C5Q W)4-QD1B9 

Alerting Abstract ...The rrEmDry card extracts a session l<ey (Ks) by 
decoding data provided on a data bus ( BS3) . An encryption unit (1406) 
encrypts a public l<ey KPcard of based on the session key ( Ks) and sends it 
to a server over the data bus ( BS3) . Each n^mory (1412) stores data, such 
as a license key (1^) encrypted by a... 

...stores content data ( Dc] Kc) encrypted by license key (Kc) and supplied 
over the data bus . USE - IVferrory card \«hi ch can be used for licensed 
storage of do\«nl oaded misi c files received from a server, e.g. for playback 
in a portable telephone equipped wi t h an IP3 player . 



Q- i gi nal Pub! i cat i on Dat a by Aut hor i t y 



Griglnal Abstracts: 

. . . n^mjr y card 110 ext r act s a sessi on key Ks f r cm t he dat a appi i ed ont o a 
data bus BS3 by carrying out a decryption process. An encryption 
processing unit 1406 encrypts a public encryption key KPcard(l) of n^mory 
card 110 based on session key Ks, and applies the encrypted key to a server 
via data bus BS3. A nsmory 1412 receives from a server data such as 
I 1 cense key Kc, I 1 cense I D dat a Li cense- 1 D and user I D dat a User . . . 

...storage, and receives encrypted content data [ Dc] Kc encrypted with 
license key Kc from dat a bus BS3 for storage... 

...memory card <b>110</b> extracts a session key Ks from the data applied 
onto a data bus BS<b>3</ b> by carrying out a decryption process. An 
encryption processing unit <b>1406</b> encrypts a public encryption key 
KPcard(<b>1</ b>) of n^mDry card <b>110</b> based on session key Ks, and 
applies the encrypted key to a server via data bus BS<b>3</ b>. A rrerrory 
<b>1412</b> receives from a server data such as license key Kc, license 
I D dat a Li cense- 1 D and user I D dat a User . . . 

...storage, and receives encrypted content data [ Dc] Kc encrypted with 
license key Kc from dat a bus BS<b>3</ b> for storage... 

...memory card <b>110</b> extracts a session key Ks from the data applied 
onto a data bus BS<b>3</ b> by carrying out a decryption process. An 
encryption processing unit <b>1406</b> encrypts a public encryption key 
KPcard(l) of memory card <b>110</b> based on session key Ks, and applies 
the encrypted key to a server via data bus BS<b>3</ b>. A nemory 
<b>1412</b> receives from a server data such as license key Kc, license 
I D dat a LI cense- 1 D and user I D dat a User . . . 

...storage, and receives encrypted content data [ Dc] Kc encrypted with 
license key Kc from dat a bus BS<b>3</ b> for storage... 

...memory card (110) extracts a session key (Ks) by decoding data provided 
on a data bus ( BS3) . Encryption nsans (1406) encrypts a public key KPcard 
(1) of the werrory card (110) based on the session key ( Ks) and sends it to 



a server over the data bus ( BS3) . Each rrBrrory (1412) stores data, such as 
a license key ( Kc) encrypted by a... 

...content data ([D=]Kc) encrypted by the license l<ey ( Kc) and supplied 
over t he dat a bus ( BS3. . . 

...qui, pour extra! re une clef de session ( Ks) , decode I es donnees se 
present ant sur un bus ( BS3) de donnees. Un di sposi 1 1 f de crypt age ( 1406) 
cr ypt e une KPcar t e ( 1 ) a cl ef publ i que. . . 

. . . base de I a cl ef de sessi on ( Ks) , et I ' envoi e a un ser veur vi a I e bus 
( BS3) de donnees. Chaque nEmoIre (1412) stocke non seul ement I es donnees 
recues du ser veur, notamiEnt... 

. . . Dc] Ifc) de contenu, crypt ees par la clef de licence ( Kc) , se present ant 
sur le bus ( BS3) de donnees. 
a ai ms: 

A rremDry card to receive and record encrypted content data, conprising:a 
first key hold unit (1402) storing a first private decryption key to 
decrypt dat a encr ypt ed wi t h a pr edet er ni ned f 1 r st publi c encr ypt 1 on key 
cor r espondi ng t o sal d n^iTDr y card, a f 1 r St decryption processing unit 
(1404) receiving a first synrmetric key updated and distributed for each 
cormruni cat i on of said encrypted content data , and encrypted with said 
first public encryption key to apply a decryption process, a second key 
hold unit ( 1405) to store a second public encryption key unique to each 
nPHTDry card, a f i rst . . . 

...on said first synrrBtric key, and providing the encrypted second public 
encryption key, a second decryption processing unit (1410) receiving a 
content key encrypted with said second public encryption key, and further 
encrypted with said first symrEtric. .. 

...output to an external source, a second key hold unit ( <b>1402</ b>) 
storing a first private decryption key to decrypt data encrypted with 
the first public encryption key, a first decryption processing unit 
( <b>1404</ b>) receiving said first symrEtric key updated and transnitted 
for each cormuni cat i on of said decryption information data , and 
encrypted with said first public encryption key to apply a decryption 
process, a t hi rd. . . 

. . . Wiat is cl ai med 1 s: 1. A nEmory card to recei ve and record content key to 
decrypt content dat a conpr 1 si ng: a f 1 rst key hoi d unit st or i ng a f i rst 
private decryption key to decrypt data encrypted with a predeternined 
f 1 rst publ i c encrypt 1 on key cor respondi ng to sai d rrerrory card, a f i rst 
decryption processing unit receiving a first synrrBtric key updated and 
distributed for each cormuni cat i on of a content key, and encrypted with 
said first public encryption key to apply a decryption process, a second 
key hold unit to store a second public encryption key unique to each 
rrEmory card, a first encryption... 

...on said first symrEtric key, and providing the encrypted second public 
encryption key, a second decryption processing unit receiving said 
content key encrypted with said second public encryption key, and further 
encrypted with said first symrEtric... 

...key to decrypt data encrypted with said second public encryption key, a 
third decryption processing unit to decrypt said content key using said 
second private decryption key, based on data stored in said first storage 

unit , anda control unit controlling operation of said nEHDry card 
according to an operation rrode designate from an external... 

...wherein said first storage unit receives and stores said encrypted 
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XFPX Acc No: N2001- 102048 

Information exchange device for t ransrri tt i ng, , 

information for use in e- commerce and baniti ng transactions, 
r eadi ng and vtr i t i ng f aci i i t i es 

Patent Assignee: CI Tl CORP DEV CENT I NC ( Q Tl - N) 
Inventor: DO C D; RZZOCJ; WLLIAIVBL 
Pat ent Fani i y (3 pat ent s, 24 count r ' 



Pat ent 
NunlDer 
EP 1061482 
EP 1061482 
DE 60008042 



Ki nd Dat e 
A1 20001220 
B1 20040204 
E 20040311 



AppI 1 cat i on 
NunlDer 

EP 2000202089 
EP 2000202089 
DE 60008042 
EP 2000202089 



Ki nd 



Date 
20000616 
20000616 
20000616 
20000616 



UtDdate 
200115 
200410 
200419 



Pat ent Det ai I 

Nunter 

EP 1061482 



DE 60008042 



KI nd Lan Pg Dwg Fl I I ng Not es 



" LU LV MD M< NL FT RO SE SI 



AL AT BE CH CY DE DK ES Fl FR GB GR 



AppI I cat I on EP 2000202089 
Based on OPI patent EP 1061482 



Ai er t i ng Abst r act EP A1 

NCVELTY - The Information exchange device Includes a conminl cat I ons 
modul e \Mil ch wi r el essi y t r ansni t s ver I f I cat I on I nf or mat I on associ at ed wi t h 
an authorized user of the Information exchange device, to enable 
verification of \«het her the user of the device Is an authorized user. 

DESCR PTI ON - The personal financial assistant Includes magnetic and 
smart card reading and \m- I 1 1 ng capability, financial software and automatic 
conminl cat I ons capabi I I 1 1 es to I nt er f ace wi t h aut omat ed tell er machi nes 
(ATI\*) or other Personal Dgltal Assistants (PDAs). The device also 
Includes a radio frequency transceiver, an Infrared data association 
transceiver, data encryption standard processor and flash n^mory. 
I NDEPENDENT CLAI l\^ ar e I ncl uded for; an I nf or mat I on and t r ansact I on 
processing syst eni a method for perforning an electronic transaction with 
an Information and transaction processing system 

USE - Universal car d syst em f or transnitting, r ecel vl ng and dl spl ayl ng 
Information for e-comrerce and banking functions. For Installation as part 
of a system to serve Individuals located In e.g. kiosk, car , aircraft 
et c. 

ADVANTAGE - AI I ows f I nanci al I nst I t ut I ons t o qui ckl y and ef f ect I vel y 
t al I or I nf or rrat I on t o sped f I c I ndl vl dual s. 

DESCR! PTI CN OF DRAW NGB - The drawl ng shows a perspect I ve vl ew of one 
errbodi rrent of the Invention. 

1 User i nt er f ace 

2 Di spl ay 

3 Unl ver sal card 

4 Card reader / wri t er 

5 Dockl ng port 

Ti tie Terns/Index Terms/ Additional Wbrds: INFORMATION; EXCHANGE; DEVICE; 
TRANSM T; RECEI VE; □ SPLAY; BANK; TRANSACTI ON; CARD; READ; V\RI Tl NQ 
FACI LI TY 

a ass Codes 

I nt er nat I onal CI assi f I cat I on ( + At t r I but es) 
I PC + Level Value Position Status Version 

GD7F-0007/ 10 A I R 20060101 

GD7F-0007/ 10 C I R 20060101 

Fl I e Segment : EPI ; 

DVV>I a ass: T01; T05; W)1 

N/bnual Codes (EPI/S-X): T01-J05A1; T01-MD6A1A; T05- I-I02C5; T05- L02; 
T05-L03C1; W)1-A07H2; W)1-A07H3 

Al er t i ng Abst r act ...For I nst al I at I on as part of a syst em t o serve 



individuals iocated in e.g. I<i osl<, car , aircraft etc... 

...4 Card reader /\M-iter... 

Q- i gi nal Publ i cat i on Dat a by Aut hor i t y 



a ai rrs: 

. . . oper at i vel y connected to said user interface for controlling the 
operation of said device; a memDry corrponent oper at 1 vel y connected to 
said central processing unit, for storing information and software; an 
encrypt 1 on/ decrypt i on. . . 

. . . wi r el ess dat a t r ansni ssi on bet ween sal d devi ce and a t erni nal wfien sal d 
devi ce is wi t hi n a cormuni cat i ons r ange of sal d t er ni nal ; and wher el n 
said conmini cat i ons module wirelessly tr ansni ts verification infornation 
associated \m t h an authorized user of said device to enable verification 
of whether said user of said device is said authorized user... 

. . . oper at i vel y connect ed t o sal d cent r al pr ocessi ng uni t ( 24) , for st or i ng 
1 nf orn^t i on and sof t war e; a conmini cat 1 ons module (28,29) within the 
device (100; 200; 300) for enabling tr ansni ssi on of data (43), an... 

...40) to verify whether said user of said device is said authorized user; 
<b>char act er i sed in that</b> said t erni nal (40) is an automated teller 
machine and that said connunl cat 1 ons module (28,29) enables, without said 
user's pronpt, said wireless data t ransrri ssi on between said device 
(100; 200 ; 300) and said t erni nal (40) when said device (100; 200; 300) 
is wi t hi n a conmini cat 1 ons r ange of . . . 
Basic Derwent W&ek: 200115 
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Pr event i on of unaut hor i zed copy i ng of audi o f i i es f r om rrast er 
involves sending encrypted data and Itey to player where Itey 
using private key, for data decryption 

Patent Assignee: IVEIVDRY CXDRP TECHNCLOG/ LTD ( IVEIVD- N) 
I nvent or : C»<LEY D P; TAYLOR R IVI 
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Pat ent Det ai i s 

Nurrber Ki nd 

WD 2000031744 Al 
National Designated St at es, Cr i gi nal 
GB 2359165 A EN 

TW 451 21 6 A ZH 



Pg Dwg Fi I 1 ng Not es 



GB JP KR SG US 
PCT AppI 1 cat 1 on WD 1999GB3877 
Based on (DPI patent WD 2000031744 

PCT AppI 1 cat 1 on WO 1999GB3877 
Based on CPI patent WD 2000031744 



Al erti ng Abstract WO Al 

NCVELTY - Unique registration codes and private keys are provided t o t he 
data player . Data sent from a copying unit to a copy nnnagement unit 
is encrypted and a decryption key provided i n t he nnnagenBnt unit is 
encrypted using the codes. The encrypted data keys are sent to a flash 
rrsmory card of the player . Using the private key, the encrypted key is 



decrypted to decrypt data in the card . 

DESCRI PTI CN - The rraxi num pr eset nurrter of registration codes of each 
data player are stored i n t he npmjry of the copy managen^nt unit . The 
decryption key provided i n t he managensnt units may be the same or 
different from the encryption used to encrypt copied data . The private 
l<ey provided for each player may be the same or different from the 
registration code. Storing of new codes i n t he n^mory of the management 
unit is wi t hhei d for a specific period. 

i NDEPENDENfT CLAi iVB ar e ai so i nci uded for t he f oi i owi ng: 

1. a copy managensnt apparatus; and 

2. a data copying and pi aybacl< system 

USE - For preventing unauthorized copying of data such as copying of 
audio f i i es from master conpact di sl<s or DVD, or the do\Mii oadi ng of nusi c 
auto portabie soi i d state n^mory audio piayers such as portabie pi ayers, 
hon^ stereo units or car stereo units from the internet. 

ADVANTTAGE - The private l<ey, vJnen provided separate from a registration 
code, can be hei d in a t anper- proof i ocat i on i n t he pi ayer without 
reveaiing to the user, hence oni y the code is user - accessi bi e to maintain 
secrecy. 

DESCR PTI CN OF DRAW NGS - The figure shows a fiowchart of the 
unauthorized copy prevention process. 

Ti ti e TerriB/ i ndex Terms/ Addi t i onai Wbrds: PREVENfT; CCPY; AUD Q Fi LE; 
i\/V\STER; Di SQ SEND; ENCRYPTi CN; DATA; KEY; PLAY; PRi VATE; DECRYPTER 

a ass Oodes 

i nternationai Q assi f i cat i on ( iVbi n) : G11C-007/00 
i nt er nat i onai CI assi f i cat i on ( + At t r i but es) 
i PC + Levei Vai ue Position Status Version 

QD6F-0001/00 A i R 20060101 

G11C-0007/00 A i R 20060101 

G11C-0007/ 16 A i R 20060101 

I-I04L-0009/00 A i R 20060101 

QD6F-0001/00 C i R 20060101 

G11C-0007/00 C i R 20060101 

I-I04L-0009/00 C i R 20060101 



IVbnuai Codes (EPi/S-X): W)4-C10A3; W)4-F01L1 

Prevention of unauthorized copying of audio fiies fromrraster di sl< , 
involves sending encrypted data and l<ey to pi ayer vrfiere key is decrypted 
using private key, for data decryption 

Alerting Abstract . . . NCVELTY - Unique registration codes and private l<eys 
are provided to the data player . Data sent from a copying unit to a 
copy rmnagerrsnt unit is encrypted and a decryption l<ey provided i n t he 
rranagerTEnt unit is encrypted using the codes. The encrypted data l<eys 
are sent to a flash n^rrory card of the player . Using the private l<ey, 
the encrypted l<ey is decrypted to decrypt data i n t he card . ... 
registration codes of each data player are stored i n t he n^mory of the copy 
rranagerTEnt unit . The decryption key provided i n t he managen^nt units 
rray be the same or different from the encryption used to encrypt copied 
data . The private key provided for each player may be the san^ or 
different from the registration code. Storing of... 

...copying of audio files from master conpact disks or DVD, or the 
downloading of nusi c auto portable solid state nsnory audio players such 
as portable players, home stereo units or car stereo units from the 
i nt er net . 



Or i gi nai Pubi i cat i on Dat a by Aut hor i t y 



Oiginai Abstracts: 

. . . riEt hod and apparatus for controlling unauthorised copying of nusi c onto 
portable solid state rrEmory audio player devices (2), or onto removable 



solid state rrBrrory cards (3) for use vw t h such portable player 
devices. A dat a copying and playback syst em I ncor por at I ng copy rranagerTBrit 
Is al so cl al rved. . . 

Basic Derwent Wfeek: 200039 ... 
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V\PI ACC NQ 2000-256032/ 200022 

Related Wl Acc No: 2004-793473; 2004-820422 

XRPX Acc No: N2000- 190361 

Initialization, conf 1 gur at 1 on and resource rmnagement syst em for 
mjiti purpose integrated circuit card using personal corrputer 

Pat ent Assi gnee: M CRCBCFT OOFP ( M CT) 

I nvent or : BARLCW D; Dl LLAV\AY B; FCK B; LI PSCOJB T; SPI ES T 
Patent Fam I y (1 patents, 1 countries) 
Pat ent /\ppl 1 cat 1 on 

Nuniser Ki nd Dat e Nuniser Ki nd Dat e \Jp6a\. e 

US 6038551 A 20000314 US 1996647199 A 19960311 200022 B 

Priority AppI 1 cat ions (no. , kind, date): US 1996647199 A 19960311 

Pat ent Det al I s 

NunlDer Ki nd Lan Pg CVvg Fi I i ng Not es 

US 6038551 A EN 26 12 

Al ertl ng Abstract US A 

NCVELTY - The syst em has an appi 1 cat 1 on- 1 ndependent application interface 
(96) executed on a conput er to 1 npl ement services utilized by a 
conput er - 1 npl en^nt ed application and to facilitate user access to certain 
resources provided by an I C card. 

DESCR PTI CN - The mil ti purpose IC card has several resources for 
different uses. A card reader interfaces with the IC card to transfer 
1 nf or mat 1 on to and f rom t he I C card . A conput er 1 s coupl ed to t he card 
reader to 1 npl ement one application and to enable a user to access and 
manage sel ect resources f rom t he I C card . I NDEPENDENT CLAI l\^ are al so 
1 ncl uded f or t he f ol I owl ng: 

1 . t he conput er - 1 npl ensnt ed appi 1 cat 1 on pr ogr am 1 nt er f ace; 

2. t he conput er used in configuration and resource managensnt of I C card; 



3. t he conf 1 gur at 1 on syst em of t he I C card; 

4. t he I C card; 

5. and the cryptographic function support nst hod. 

USE - For initializing, configuring and managing various resources of 
mjIti purpose I C card e.g. smart card, PC card, used in e.g. banking, 
electronic comiErce, travel transaction, ent ert al nnsnt . 

ADVANTAGE - Secures management and transportation of 
crypt ogr aphi c- r el at ed resources, e.g. keys, certificates, fromone location 
to another. Provides uni f or m pi at f or m f or conducting electronic 
transactions in different envi r onnent s. Ensures use of IC card in 
encryption, decryption and authentication. Provides consistent presentation 
and riBt hod for managing IC card resources which are independent from 
the applications being supported. /\l I ows exani nat 1 on of resources of IC 
card using icon representations of resources. Ensures that user can 
configure his or her I C card by adding and renoving resources si npl y by 
rmni pul at 1 ng t he gr aphi cal 1 cons. M so enabi es user to 1 ni 1 1 al 1 ze I C car d 
and change passcode 1 n accessi ng I C card. 

DESCR PTI CN OF DRAW NGB - The f 1 gur e is a dl agr ammat 1 c 1 I I ust r at 1 on of a 
graphical screen generated according to the card manager user interface 
executed on the corrputer. 

96 fipp\ 1 cat 1 on- 1 ndependent appi 1 cat ion 1 nt er f ace 



Ti 1 1 e Ter rre/ 1 ndex Ter ms/ Addi t i onal Wbr ds: I Nl Tl ALI SE; CCNFI GURATI CN; 
RESOURCE; mmCEWENT; SYSTEM MJLTI PURPCSE; I NTEQRATE; CI RCUl T; CARI3 
PERSCN; COVPUTER 

a ass Codes 

I nt er nat i onal Q assi f I cat I on ( + At t r I but es) 
I PC + Level Value Position Status Version 

QD7F-0007/ 10 A I R 20060101 

QD7F-0007/ 10 C I R 20060101 

US a assI f I cat I on, Issued: 705041000, 705044000, 380024000, 380025000, 

235380000 

Fl I e Segn^nt : EPI ; 

DWI a ass: T01; T04; T05 

IVbnual Codes (EPI/S-X): T01-D01; T01-F06; T01-H01B3A; T01-J05A1; T04-K01; 
T05-L02; T05- L03 

Alerting Abstract DESCR PTI CN - The nultlpurpose IC card has several 
resources for different uses. A card reader Interfaces with the IC 
card t o t r ansf er I nf or mat I on to and f r om t he I C card . A conput er I s 
coupled to the card reader to I npl ement one application and to enable a 
user to access and manage select resources from the IC card . I NDEPENDErvfT 
CLAI IVB ar e al so I ncl uded f or t he f ol I owl ng. . . 

...to another. Provides unl f or m pi at f or m f or conducting electronic 
transactions In different envl r onn^nt s. Ensures use of IC card In 
encryption, decryption and authentication. Provides consistent presentation 
and n^t hod for managing IC card resources \«hl ch are Independent from 
the applications being supported. Allows exani nat I on of resources of IC 
card using Icon representations of resources. Ensures that user can 
conf I gur e hi s or her I C 

Cr i gi nal Publ i cat i on Dat a by Aut hor i t y 



Criginal Abstracts: 

...change passcodes for access to the card resources. The I C card Itself 
provides the electronic vehicle for securely transporting the user's 
pr I vat e keys and cer 1 1 f I cat es wi t hout exposi ng t hem In pi al nt ext . . . 
a ai rrs: 

...least one conput er - 1 npl en^nt ed application to access and manage a 
nul 1 1 - purpose Integrated circuit ( I C) card , the system conprlslng:a 
nul 1 1 - purpose Integrated circuit ( I C) card having a plurality of 
resources for different uses;a card reader \«hl ch Interfaces with the 
IC card to transfer Information to and from t he I C card ;a conput ers 
coupled to the card reader , to I npl ensnt at least one application to 
enable a user to access and manage select resources of the plurality of 
resources of t he I C card ; andan appi I cat I on- 1 ndependent application 
Interface executing on the conput er to I npl ensnt services utilized by the 
conput er - 1 npl ensnt ed appI I cat I on to f acl I 1 1 at e user access. . . 
Basic Derwent W&ek: 200022 
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1997-332383 
XRPX Acc No: Nl 998- 232691 

Data transfer rret hod e.g. for hard disk integrated circuit of SCSI target 
device - involves t ransrri tt i ng first SCSI data transfer cormand to SCSI 
target device by reconnecting SCSI bus with SCSI target device after 
corrpietion of t ransrri ssi on of second SCSI data transfer comrand 

Patent Assignee: ADAPTEC I NC (ADAP-N) 
I nvent or : KRAKI R AN S H 
Patent Farii i y (1 patents, 1 countries) 
Pat ent /\ppl I cat I on 

Nunber Kl nd Dat e Nunter Kl nd Dat e Updat e 

US 5752083 A 19980512 US 1994205002 A 19940301 199826 B 



Pr i or i t y AppI i cat i ons ( no. 
1995463617 A 19950605 



US 1995463617 A 19950605 
kind, date): US 1994205002 A 19940301; US 



Pat ent Ctet ai I s 

Nunter Ki nd Lan Pg Dwg Fi I i ng Not es 

US 5752083 A EN 13 □ vi si on of appi i cat i on US 1994205002 



The n^t hod i nvoi ves deternining \«het her a first SCSi data transfer 
conmand is an autotransfer comnand \«hi i e transnitting the first SCSi data 
transfer comrand from a SCSi bus to SCSi target device, if the first SCSi 
data transfer comrand is not an autotransfer comrand, disconnection of SCSi 
target device is carried out from the SCSi bus , without waiting for 
conmini cat i on from a processor of the SCSi target device, if a second SCSi 
data transfer comrand is detected to be an autotransfer comrand, the 
transnission of the second SCSi data transfer comrand is then carried out 
to the SCSi target device without waiting for the conmini cat i on from the 
processor i n t he SCSi device. 

A second SCSi data transfer comrand is transnitted t o t he SCSi target 
device from the SCSi bus . The SCSi target device is reconnected with the 
SCSi bus for pert orni ng t ransni ssi on of the first SCSi data transfer 
comrand after conpi et i on of transnission of second SCSi data transfer 
comrand. The received first SCSi data transfer comrand is deciphered i n t he 
processor of the SCSi target device. 

ADVANTAGE - Avoids requi r errant of addi t i onai interrupts for disconnection 
and reconnect ion of bus . 

Ti 1 1 e Terns/ i ndex Terms/ Addi ti onai Wbrds: DATA; TRANSFER; iVETi-iCD; iHARE^ 
Di SC; i NTEGRATE; Ci RCUi T; TARGET; DEVi CE; TRANSiVI T; Fi RST; CCMANE^ 
RECCMMECT; BUS ; AFTER; CO/PL ETE; TRANSiVI SSi CN; SECCND 

a ass Oodes 

i nt er nat i onai CI assi f i cat i on ( + At t r i but es) 
i PC + Levei Vai ue Position Status Version 



GD6F-0013/ 12 
GD6F-0013/38 
GD6F-0003/06 
GD6F-0013/ 12 
GD6F-0013/38 
GD6F-0003/06 
US a assi f i cat i on. 



20060101 
20060101 
20060101 
20060101 
20060101 
20060101 

ssued: 395894000, 395439000, 395739000, 360097010 



EPI ; 
■Ql 

Wknual Codes (EPi/S-X): T01-C01A 

. . . i nvol ves transrri tti ng f i rst SCSI dat a t r ansf er cormand to SCSI target 
devi ce by r econnect i ng SCSI bus vu t h SCSI t ar get devi ce at t er corrpl et i on 
of transnission of second SCSI data transfer cornmnd 

A! ert i ng Abst ract ...is an aut ot r ansf er comrand whi i e t r ansni 1 1 i ng t he 
first SCSi data transfer comrand from a SCSi bus to SCSi target device, 
if the first SCSi data transfer comrand is not an autotransfer comrand, 
disconnection of SCSi target device is carried out from the SCSi bus , 
without waiting for conmini cat i on from a processor of the SCSi target 
devi ce. if a second. . . 

...second SCSi data transfer comrand is transnitted t o t he SCSi target 
device from the SCSi bus . The SCSi target device is reconnected with the 
SCSi bus for perforning transnission of the first SCSi data transfer 
comrand after corrpi et i on of transnission of... 



Ti 1 1 e Terns. ../ i ndex Terms/ Addi t i onai Wbrds: BLB ; 
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Oiginal Abstracts: 

...controller Integrated circuit of a SCSI t ar get - devi ce conprlses a 
sequencer which causes a SCSI bus to transition from a comnand bus 
phase to a data transfer bus phase during execution of an aut oread or 
an aut owr I t e SCSI conrrand wi t hout wal 1 1 ng f or a conminl cat Ion f r om a 
ni croprocessor . . . 
a ai ns: 

. . . n^t hod of t r ansf er r I ng dat a to a SCSI t ar get devI ce conpr 1 si ng: (a) 
receiving I n t he SCSI target device a first SCSI data transfer comrand 
from a SCSI bus; ( b) disconnecting the SCSI... 

...said disconnecting a second SCSI data transfer comnand from the SCSI 
bus; (e) deternining In a disk controller Integrated circuit of the SCSI 
target device whether the second SCSI data transfer conrrand Is an 
aut otr ansf er conrrand and starting data transfer for the second SCSI 
data transfer conrrand by the disk controller Integrated circuit 
without waiting for a cormunl cat I on from said processor i n t he SCSI 
target device upon deternining that said second SCSI data... 

...conrrand Is an aut otr ansf er conrrand; and (f) reconnecting the SCSI target 
device t o t he SCSI bus and perform ng the data transfer for the first 
SCSI conrrand following conpl et I on of the data transfer for the second 
SCSI data transfer conrrand by the disk controller Integrated circuit. 
Basic Derwent W&ek: 199826 
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Vehicle mounted cormunl cat I ons apparatus having IC card rea 
for cormunl cat I on with roadside device - has device for encrypt I 
t ransrri ssl on to roadside device before vehicle enters cormunl c 
of devI ce, and conrnuni cat I on cont rol mechanl sm 
Patent Assignee: DENSO CORP ( NPDE) ; NI PPCNDENSO CO LTD ( NPDE) 
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Patent Fani I y (7 patents, 5 countries) 
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Pat ent Det al I s 
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Based on CPI patent EP 769763 

Al erti ng Abstract EP A2 

The apparatus Includes a cryptographic nachani sm ( 14) for encrypting 
t ransrri ssl on data to be transnitted to the roadside device (20) before the 
vehicle enters the cormunl cat I on area of the roadside device (20). A 
corrminl cat I on rrachanl sm ( 1 8) perforna the conrrunl cat I ons operations with 
the roadside device by transnittlng the encrypted transnisslon data to the 



r oadsi de devi ce. 

It also receives the reception data fromttie roadside device when the 
vehicle is within the conmini cat i on area of the roadside device . The 
cryptographic n^chani sm i s used for decrypting the reception data after 
the cormuni cat i on n^chani sm conpl et es the conmini cat i on operations with the 
r oadsi de devi ce . 

USE - For per f orni ng dat a conmini cat i on usi ng encrypt ed dat a wi t h 
roadside device positioned along vehicular road. 

ADVANTTAGE - Ef f 1 ci ent I y encr ypt s dat a t o be t r ansni 1 1 ed, performs 
conmjni cat i on i n smal I conmjni cat 1 on ar ea f or short per 1 od of t i me and 
prevents illegal interception of data and sinilar. Can also provide toll 
chargi ng syst em 

Ti ti e Terms/ 1 ndex Terms/ Addi 1 1 onal Wbrds: VEH CLE ; MDUNT; CXM/UNI GATE; 
APPARATUS; I C; CARD; REAE^ RCAD; DEVI CE; DATA; TRANSM SSI CN; ElsfTER AREA; 
CCNTRCL; IVECHANI SM 

a ass Codes 

International Q assi f 1 cat 1 on ( IVbi n) : QD7B-015/00 
I nt er nat 1 onal CI assi f 1 cat 1 on ( + At t r 1 but es) 
I PC + Level Value Position Status Version 

B60R-0016/02 AN R 20060101 

QD7B-0015/00 A I R 20060101 

B60R-0016/02 C N R 20060101 

QD7B-0015/00 C I R 20060101 

US a assi f 1 cat 1 on, Issued: 380009000, 380024000 

Fi I e Segment : EPI ; 

DWPI a ass: T05; T07; W)2; W)6; X22 

IVbnual Codes (EPI/S-X): T05-C03; T05- D02; T07-A03A1; W)2-Q05B; W)6-A04B1; 
W)6-A04B3; X22-X07 



...has device for encrypting data for t ransrri ssi on to roadside device 
before vehicle enters comuini cat i on area of device, and corrmini cat i on 
control mechanism 

Criginal Tities: 

... Vehi ci e - mounted conmjni cat i on device and vehi ci e monitoring system 
usi ng pr e- encrypt ed dat a f or hi ghl y r el 1 abl e conmjni cat i on oper at 1 on. . . 

... Vehi ci e - mounted conmjni cat 1 on device and vehi ci e monitoring system 
usi ng pr e- encrypt ed dat a f or hi ghl y r el 1 abl e conmjni cat 1 on oper at 1 on. . . 

IVCNI TCRI NG 

Al ert i ng Abst ract ... 14) f or encrypt i ng t r ansni ssi on dat a to be 
transrritted t o t he roadside device (20) before the vehi ci e enters the 
corrmini cat i on area of the roadside device (20). A conmjni cat 1 on nechani sm 
( 18) performs t he. . . 

...It also receives the reception data from the roadside device when the 
vehi ci e is within the conmini cat i on area of the roadside device . The 
cryptographic nschani sm 1 s used for decrypting the reception data after 
the corrmini cat i on rrechani sm conpl et es the conrruni cat 1 on operations with the 
r oadsi de devi ce . 



Title TerrTB/ Index Ter ms/ Addi t i onal Wbrds: VEH CLE ; 
Cr i gi nal Pubi i cat i on Dat a by Aut hor i t y 
Criginai Abstracts: 

...is provided with transceivers (32, 34, 42, 44) in gantries (30, 40) 
installed along a vehi ci e road. This collection system uses the 
transceivers (32, 34, 42, 44) to per f or m conmini cat i on wi t h a vehi ci e 
- rrount ed device (10) based on the use of encrypted data. The vehi ci e 
-mounted device (10) performs the encryption and decryption of the 
cormuni cat i on data before its entry into the cormuni cat i on area of 



the gantries (30, 40) and after its passage t tieret tirougii. Ai so, writing 
of t hie data into t hie iCoard (2), et c . are aiso perforn^d using encrypted 
data. However, an ai gor i t hm whi oh differs fromtliat used in... 

...processing is used for encrypting t hie conmini cat i on data. As a 
resuit,since t hie encryption and decryption of t hie data is perforn^d 
oni y in the roadside device (20) side during corrmini cat i on and this 
encryption and decryption can be perforn^d at a high speed, the 
conmini cat i on time can be shortened to pert or m accurat e data 
conmini cat i ons wi t hi n a 11 rri t ed per 1 od of t i me whi i e t he vehi cl e is 
t ravei i i ng. 



. . . t oi i charge f rom an i C card is pr ovi ded wi t h t r anscei vers i n gant r i es 
instaiied ai ong a vehicle road. This coi i ect i on system uses the 
transceivers to perform conmjni cat i on wi t h a vehicle - mounted device 
based on the use of encrypted data. The vehicle -mounted device 
performs the encryption and decryption of the conmini cat I on data 
bef or e i t s ent r y i nt o the cormunl cat I on area of the gantries and 
after its passage therethrough . Aiso, writing of the data into the iC 
card, etc. are aiso performed using encrypted data, hbwever, an aigorithm 
whi ch. . . 

...processing is used for encrypting the conmjni cat i on data. As a resuit, 
since the encryption and decryption of the data is perfornsd oni y in the 
roadside device side during conmjni cat i on and this encryption and 
decryption can be perfornsd at a high speed, the cormunicatlon tins 
can be shortened to per f or m accur at e data conmjni cat i ons within a i i ni t ed 
per i od of t i nB whi i e t he vehl cl e i s t r avei i i ng. 
a ai rrs: 

1. A vehicle - mounted conmini cat i on device (10) which is instaiied in a 
vehicle and vrfil ch is for performing comrmni cat i on operations wi t h a 
roadside device (20) installed along a road when said vehicle is within 
a conmjni cat i on area of said roadside device (20), said vehicle -rrounted 
comrrunl cat I on device (10) conpri si ng: </br> cryptographic nsans (14) for 
encrypting transnission data to be transmitted to said roadside device (20) 
before said vehicle enters said conmini cat i on area of said roadside 
device (20); and</br> conmini cat i on nsans (18) for perform ng said 
conmjni cat i on oper at i ons wi t h. . . 

. . . roadsi de devi ce (20) and by recei vi ng recept i on dat a f rom sai d roadsi de 
device (20) when said vehicle is within said conmjni cat i on area of said 
roadsi de devi ce (20. . . 

. . . Ei ne an el nem Fahrzeug angebrachte Konmjni l<at i onsvor r i cht ung (10), 
wei che i n ei nem Fahrzeug mont i ert i st und wei che zum Durchf uhren von. . . 

...A vehicle - mounted conmjni cat i on device (10) which is instaiied in a 
vehicle and which is for perforning conmjni cat i on operations wi t h a 
roadside device (20) instaiied along a road when said vehicle is within a 
corrmini cat i on area of said roadside device (20), said vehicle - mounted 
comnini cat i on device (10) conpr i si ng: dr i ve nsans (12) for receiving an iC 
card (2) that stores predet er ni ned card dat a; cr ypt ogr aphi c nsans (14) for 
encrypt i ng t r ansni ssi on dat a to be. . . 

... sai d conmjni cat i on nsans (18) i n sai d i Ocard vi a sai d dr i ve nBans ( 12) 
based on said decrypted data , <b>char act er i zed in that</b>sald 
decrypting unit (14) further encrypts said resuit of said conrruni cat i on 
operation before storing said resuit i n sai d IC card (2) by using a 
card data encryption algorithm, wherein said comuinl cat I on encryption 
aigorithm has a higher processing speed than said card data encryption 
ai gor i t hm 

□ spositif de cormunicatlon monte sur vehi cui e (10) qui est 
i nst ai i e dans un vehi cui e et qui est dest i ne a. . . A conmjni cat i on devi ce f or 
i nst ai i at i on in a vehl cl e to per f or m a conmjni cat i on oper at i on wi t h a 
roadsi de devi ce when sai d comnini cat i on devi ce is wi t hi n. . . 

. . . devi ce and by r ecei vi ng r ecept i on dat a f r om sai d r oadsi de devi ce when 
said corrmini cat i on device is within said conmini cat i on area of said 
roadside device; andcr ypt ogr aphi c means for encrypting, using a first 



encryption algorithm, said card data read ttirough said drive riBans to 
generate said transnission data and for decrypting, using said first 
encrypt i on al gor 1 1 hrn said reception dat a t o obt ai n deer ypt ed dat a, sai d 
cr ypt ogr aplii 0 rrsans further encrypting, using a second encryption 
alcjorlthm different from said first encryption aigorithn^ a result of 
said conminl cat I on operation, and storing said result of said 
conmini cat i on operation encrypted using said second encryption algorithm 
in said I C card through said drive n^ans. Basi c Derwent Wfeek: 199721 
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Secure infornation retrieval fromrmss storage rredi a - using decryption 
controller on SCSI bus vrfii ch retrieves inforrration fromrmss storage 
device, decrypts it and passes it to host corrputer 

Pat ent AssI gnee: I NFCBAFE SYSTEIVB I NC (I NFQ N) 
I nvent or : LI PSCOVB T H; LI PSCCIVBE T H; NAGEL R; NAGEL R H 
Patent Farii I y (5 patents, 58 count r' 



Pat ent 
NunlDer 
US 5394469 
WD 1995022796 
AU 199519236 
WD 1996024893 
AU 199518392 



Ki nd 



Date 
19950228 
19950824 
19950904 
19960815 
19960827 



/\ppl I cat I on 
NunlDer 

US 1994198733 
WD 1995US2072 
AU 199519236 
WD 1995US1531 
AU 199518392 
WD 1995US1531 



KI nd 



Date 
19940218 
19950209 
19950209 
19950206 
19950206 
19950206 



U|3date 
199514 
199539 



Pr I or I t y App\ I cat i ons ( no. , 

1995US1531 A 19950206; 
Pat ent Det ai I s 
NunlDer KI nd Lan 

US 5394469 A EN 

WD 1995022796 AI EN 
National Designated States, 
DK EE ES Fl GB GE HU JP 
NO NZ PL PT RO RU SD SE 
Regional Designated States, 
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AU 199519236 A EN 
WD 1996024893 AI EN 
National Designated States, 
DK EE ES Fl GB GE HU JP 
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Regional Designated States, 

N/C NL CA PT SE 
AU 199518392 A EN 



Pg Dnq Fl I I ng Not es 
11 7 
27 7 
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Based on OPI patent WD 1995022796 



a I gl nal : AM AT AU BB BG BR BY CA CH CN CZ DE 
KE KG KP KR KZ LK LR LT LU LV IVD M3 MM M/V IVX M. 
SI SK TJ TT UA UZ VN 

a I gl nal : AT BE CH DE DK ES FR GB GR I E I T LU 

PCT AppI I cat I on WD 1995US1531 
Based on OPI patent WD 1996024893 

AI erti ng Abstract US A 

The appts. for retrieving Information packets from a mass storage device, 
at least sorre of which are encrypted, has a digital bus that transnits 
addr ess I nf or mat I on, cont r ol I nf or mat I on and dat a f r om a cal I I nl 1 1 at I ng 
unit to one or more receivers. Each unit connected to the bus has an 
associated bus address. A host conputer has a first address, a nBss 
storage device a second and a decryption controller a third. The decryption 
controller has a control unit, a n^mory and a decryption unit. 

The host conputer stores the third address as the mass storage device 
addr ess and sends I nf or mat I on r equest s to the deer ypt I on cont r ol I er In I I eu 
of the rrass storage device . The decryption controller receives the 
requests and sends Information requests t o t he mass storage device , 
stores the packets received from the rmss storage device, decrypts 
encrypted portions as required and transnits the Information packets. In 
decrypted forrri to the host corrputer. 

USE/ ADVANTAGE - Not susceptible to attack or conpronise by user. Does not 
require reconfiguration of PC at user side. 



Title Terrrs/lndex Terms/ Additional Wbrds: SECURE; INFORMATION; RETRIEVAL; 



mSS; STORAGE; IVEDI UM DECRYPTER; CCNTRa; BUS ; DEVI CE; PASS; HCBT; 
OCtJPUTER 



a ass Codes 

I nt er nat i onal Q assi f i cat i on ( + At t r i but es) 
I PC + Level Value Position Status Version 

QD6F-0001/00 A I R 20060101 

QD6F-0001/00 AN R 20060101 

QD6F-0012/14 AN R 20060101 

QD6F-0021/00 A I R 20060101 

QD6F-0001/00 C I R 20060101 

QD6F-0001/00 C N R 20060101 

QD6F-0012/14 C N R 20060101 

QD6F-0021/00 C I R 20060101 

US a assI f I cat I on, Issued: 380004000, 380009000, 380023000, 380025000, 

380029000, 380049000, 380050000 

Fl I e SegnBnt : EPI ; 
DWI a ass: T01; W)1 

IVbnual Codes (EPI/S-X): T01-C07Q T01-J05B; W)1-A05A; W)1-A06B1; W)1-A06E1 

...using decryption controller on SCSI bus which retrieves inforrmtion 
from mass storage device, decrypts it and passes it to host corrputer 

Alerting Abstract ...from a mass storage device, at least some of \«hl ch 
are encrypted, has a digital bus that transnits address Information, 
cont r ol I nf or mat I on and dat a f r om a cal I I nl 1 1 at I ng unl t t o one or mor e 
receivers. Each unit connected to the bus has an associated bus 
address. A host conputer has a first address, a mass storage device a 
second and. . . 

The host conputer stores the third address as the mass storage device 
address and sends Information requests t o t he decryption controller in 
I I eu of the mass storage device . The decryption controller receives the 
requests and sends Information requests t o t he mass storage device , 
stores the packets received from the mass storage device, decrypts 
encrypted portions as required and transnits the Information packets. In 
decrypted form to the host conputer 

Ti 1 1 e Terns. . . / 1 ndex Terms/ Addl 1 1 onal Wbrds: BUS; 

Q- 1 gi nal Publ 1 cat i on Dat a by Aut hor 1 1 y 



Q-iginal Abstracts: 

...personal conputer or "host conputer" and a Mass storage device are 
arranged on an SCSI bus . A "decryption controller", in a separate 
enclosure outside of the host conputer. Is also arranged on the SCSI bus . 
This controller Is addressable by the host conputer as I f It \were the 
rrass storage device. U|3on receipt of... 

...A personal conputer or "host conputer" and a CD- RCM reader are 
arranged on an SCSI bus . A "decryption controller ", In a separate 
enclosure outside of the host conputer. Is also arranged on the SCSI bus 
. This controller Is addressable by the host conputer as If It were the 
CD - RCM reader . U|3on receipt of an Information request, the decryption 
controller I nl 1 1 at es a r equest to the CD - RCM reader for the desired 
I nf or rrat I on, retrieves this inforrmtion , decrypts it (If It Is 
encrypted) and then passes It t o t he host conputer. The decryption 
cont rol I er . . . 
a ai rrs: 

...said rrass storage device In encrypted form said apparatus conprlsing, 
I n corrbl nat I on: (a) a digital bus that transnits address Information, 
cont rol I nf or mat I on and dat a f r om a cal I I nl 1 1 at I ng unit, connect ed to sal d 

bus , to one or more call receiving units, connected to said bus , 
\A/herel n each unit connected to said bus has an associated bus 
address; ( b ) a host corrputer connected to said bus and having a first 
address; (c) a rrass storage device connected to said bus and having a 
second address; and (d) a decryption controller connected to said bus and 
havl ng a t hi rd address, sal d decrypt I on cont rol I er Including: (1... 

...said rrass storage device and sends Information requests vl a sal d bus to 
said decryption controller in I I eu of sal d mass storage device; and 



wherein said decryption controiier by rrsans of said controi unit 
receives information requests from said fiost conput er and executes said 
information requests by sending information requests via... 

...storage device, storing in said n^mory information paci<ets received from 
said rrass storage device in response to said information requests, 
decrypting encrypted portions of said information pacl<ets, if any , by 
said decryption nsans and transrritting said inforrmtion pacl^ets , 
in decrypted forni to said fiost conput er . Basi c Derwent VV6el<: 199514 
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V\Pi ACC NQ 1989-039500/ 198905 

Encryption device for securing stored or transnitted data - scranbies 
information by l^ey read into DC board from card reader without being 
seen by host conput er 

Patent Assignee: iVI U AUTCMVTI CN ( iVI UA- N) ; IVI U I ND LTD ( iVI Ui - N) 
i nventor: DYKE J; DYKES J 
Patent Farii i y (2 patents, 1 countries) 



Pat ent 
iMunber 
US 4797928 
US FE35403 



Ki nd 



Date 



/\ppi i cat i on 
Nunber 
US 19871206 
US 19871206 
US 1990539927 
US 1992837594 
US 1994183771 



Ki nd 



Date 
19870107 
19870107 
19900618 
19920220 
19940121 



U|3date 
198905 
199705 



Pri or 1 ty AppI i cat i ons ( no. , l<i nd, date): US 1994183771 A 19940121; US 
1992837594 A 19920220; US 1990539927 A 19900618; US 19871206 A 
19870107 

Pat ent Det ai i s 

Nunber Ki nd Lan 

US 4797928 A EN 

US FE35403 E EN 

19871206 



1990539927 
1992837594 



Fi i i ng Not es 
3 Qiginai reissued appi i cat i on US 
Cont i nuat i on of appi i cat i on US 
Gont i nuat i on of appi i cat i on US 
Ftei ssue of patent US 4797928 



Al erti ng Abstract US A 

The device i nci udes a printed circuit board having a conput er 
connected to a ciphering processor . The ciphering processor encrypts 
and decrypts data using the Nat i onai Bureau of Standards encryption 
algorithm The printed circuit board Is connected to a host conput er for 
receiving blocks of clear or encrypted data and comrands for 
automatically starting the ciphering process. 

The encryption PC board scranbies the information by a key. The key Is 
read Into the PC board from a card reader whenever data Is to be 
encrypted or decrypted, the data decrypted or encrypted as directed, and 
returned t o t he host processor. Thus, the host conput er never sees the key 
that was used. A secondary key is used to prevent file linking together 
different files In storage. 

USE/ ADVANTAGE - E. g. for data processing systems, t el econminl cat I on 
networks, magnetic tape and disk. Low cost , high performance, secure and 
versat I I e. 

Ti tie Terns/Index Terms/ Additional Wbrds: ENCRYPTI CN; DEVICE; SECURE; 
STORAGE; TRANSM T; DATA; SCRAIVBLE; I NFCRIVATI CN; KEY; READ; DC; BCmy, 
CARD; HCST; CO^/PUTER; DATA; PROCESSOR; TELECCIVMJNI CATI CN; IVAGNETI Q TAPE; 
DI SC 

a ass Codes 

International Q assi f I cat I on ( l\/bl n) : I-I04L- 009/ 00 

( Addl 1 1 onai / Secondar y) : I-I04K- 001 / 00 
US a assi f I cat I on. Issued: 380049000, 380004000, 380021000, 380023000, 



380025000, 380029000, 380044000 

Fi I e SegrTBnt : EPI ; 

DWI a ass: T01 ; T03; W)1 

IVbnual Codes ( EPI / S- X) : T01-H01Q T03- P01 ; W)1-A05 

...scrantoles information by l^ey read into EC board from card reader 
vu t hout bel ng seen by liost corrput er 

Al er t i ng Abst r act ...The device includes a printed circuit board 
having a conput er connected to a ciphering processor . The ciphering 
processor encrypts and decrypts data using the National Bureau of 
Standards encryption algorithm The printed circuit board is connected to 
a host conput er for receiving blocks of clear or encrypted data and 
conmands for automatically starting the ciphering process... 

...the 1 nf or mat 1 on by a key. The key is r ead 1 nt o the PC boar d f r om a car d 
reader \Mienever data is to be encrypted or decrypted, the data decrypted 
or encrypted as directed... 

Q- i gi nal Pubi i cat i on Dat a by Aut hor i t y 



Criginal Abstracts: 

...for connection to the host conput er . The addresses registers are 
connected to a n^mory decode, auto -start PROVl 1/ O decoder and register 
select. The n^mory decoder is connected t o t he auto -start PRCM and the 
I/O decoder is connected to the register select. A bus logic circuit is 
connected to the read/\M-ite controller, and outputs read/\M-ite signals to 
the data information transceiver and register select. The data information 
transceiver is connected to the auto -start PRCM and to a plurality of 
data registers for receiving instructions from the auto -start PFICM and 
inputting or receiving information from the data registers pursuant to 
instruction of the auto -start PRCMprograni and selection of the 
appropriate registers by the register select. A ci pher processor, 
rri croprocessor , I ow addr ess. . . 

...prograni and buffer are connected to the data registers. The 

rri croprocessor is connected to a card reader through a card reader 

interface, and to an upper address decoder and the rrerrory, prograni 

buffer. \Jpor\ receipt of a load key instruction... 

a ai rrs: 

...a cipher processor connected to the register nsans for receiving data 
for encryption or decryption selectively... 

...a key card interface nBans connected t o t he ni or opr ocessor , the key 
card interface n^ans for connection to a key card reader for obtaining 
key information for the cipher processor... 
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\API ACC NQ 1984-153978/ 198425 
Auto -teiier using encryption nodule for user card data - has rerrovabi e 
i oader containing ai gori t hm pert ornHnce instructions on RGMfor generating 
master l^ey for encryption circuit 

Patent Assignee: BURRCUGHS CCRP (BURS) 
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Patent Farii i y (5 patents, 8 countries) 



Pat ent 
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Date 
19840620 
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19881102 
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EP 1983304907 
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Ki nd 



Date 
19830825 
19821203 
19821203 
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Update 

198425 I 

198425 I 

198547 I 

198844 I 
198850 



Pri ori ty AppI i cati ons (no. , kind, date): GB 198234568 A 19821203 



Pat ent Ddt ai I s 

Nurrter Ki nd Lan Pg Qng Fi I i ng Not es 

EP 111381 A EN 80 9 

Regional Desi gnat ed St at es, Q i gi nal : BE CH DE FR LI NL SE 
EP 111381 B EN 

Regional DesI gnat ed St at es, a I gl nal : BE CH DE FR LI NL SE 
Al erti ng Abstract EP A 

The autoteller syst em encr ypt I on module Is coupled to receive an Input 
word and current key word. The rrodul e responds to the latter to provide an 
output word. AreiTDvable rrast er key loader provides Instructions for the 
operation of an al gor i t hm t o generate a master key word. A port on the 
encryption mjdul e receives the master key loader and also reads the Instant 
I nst ruct I ons f rom 1 1 . 

A card reader reads the data from the user card . A data link 
receives a sub- key word from a remote location host system The teller 
syst em generat es a session key word by coupling the sub- key \Mord as an 
Input word I n t he encryption module. The syst em has the keys stored In a 
battery maintained RAM \Mil ch I s vol at I I e I f the encryption module Is 
r emoved. 

Ti 1 1 e Terns/ 1 ndex TerniB/Addl 1 1 onal Wbrds: AUTO; TELLER ENCRYPTI CN; 

MDULE; USER CARD; DATA; REIVCVE; LCAE^ CCNTAI N; ALQCRI THM PERFCRIVANCE; 

I NSTRUCri CN; RdVl GENERATE; MASTER KEY; CI RCUl T 
a ass Oodes 

I nt er nat I onal CI assi f I cat I on ( + At t r I but es) 
I PC + Level Value Position Status Version 

QD6Q-0040/00 A I L R 20060101 

Q07D-0009/00 A I F R 20060101 

Q07F-0007/ 10 A I R 20060101 

Q06Q-0040/00 C I L R 20060101 

Q07D-0009/00 C I F R 20060101 

Q07F-0007/ 10 C I R 20060101 



N/bnual Codes (EPI/S-X): T05-H02; T05- K02; T05- L 

Auto -teller using encryption rrodul e for user card data... 

Alerting Abstract ...A card reader reads the data from the user car 
. A dat a I I nk r ecel ves a sub- key wor d f r om a r emot e I ocat I on host syst em 
The. . . 

Tl 1 1 e Terns/ 1 ndex Ter ms/ Addl 1 1 onal Wbrds: ALTTO ; 
Or I gl nal Publ I cat I on Dat a by Aut hor 1 1 y 



Q-lglnal Abstracts: 

I rrpr overrents In and relating to autoteller systems. An autoteller system 
10 conprlses an encryption module 30 for encrypting and decrypting data 
on user cards and for encrypting and decrypting data cormunlcated 
between it 10 and a remote host 22. The syst em 1 s characterised by a key 
loader 58 containing al gori t hm pert or mance instructions on a RCM 88 
rerrovabiy connect able t o t he encryption module... 
a al rrs: 

... A card reader r eads t he dat a f rom t he user card . A dat a I 1 nk 
receives a sub- key word from a remote location host system The... 

... A syst em 1 ncl udi ng an aut ot el I er (10) f or di spensi ng money on 
presentation of a valid card ; said autoteller including a card reader 
(24) for r eadi ng dat a f rom a card; a dat a I 1 nk ( 20) for comruni cat 1 ng 
with a rerrote processor (22); an encryption module (30... 

...a rrast er key word, a port on said encryption module for receiving said 
rrast er key loader and for reading said instructions therefroni a card 
reader for reading data from said card , and a dat a I 1 nk operable to 
receive a rerroteiy provided sub key word, where said... 



...word in said encryption msdul e, said syst em bei ng coupled to receive 
said data on said card from said reader and being operable thereafter 



to coupled said data from said card to said encryption mDdul e as said 
input word to said encryption mDdul e for encryption in... 

. . . a sel ect ed one out of a plurality of manners of encryption; a removable 
master key loader for providing instructions for the performance of an 
algorithm for the generation of a master key word, a port on said 
encryption nudul e for receiving said master key loader and for reading 
said instructions therefroni a card reader for reading datafromsaid 
card , and a data link operable to receive a remotely provided sub key 
word, where sal d. . . 

...word in said encryption module, said syst em bei ng coupled to receive 
said data on said card from said reader and being operable thereafter 
to coupled said data from said card to said encryption module as said 
input word to said encryption module for encryption in... 
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(Japan) 
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ABSTRACT 

PROBLEM TO BE SOLVED: To shorten the conmini cat i on t i by efficiently 
ciphering data at connuni cat 1 on equipment for vehicle for exchanging 
ciphered data \m t h on- road equi pn^nt . 

SCLUri ON: In this system in \«hi ch conmini cat 1 on equi pnant 32, 42... are 
provided at guntries 30 and 40 installed on a vehicle traveling road, 
conmini cat 1 on using the ciphered data is perforned with on-vehicle 
equi pnsnt 10 through the conmjni cat 1 on equi pnsnt 32, 42... and a passage 
fee is automatically collected from an IC card 2, an on- vehicle 
equipment 10 ciphers and deciphers the cormuni cat i on data before 
entering the guntries 30 and 40 and after passage. Besides, the ciphered 
data are also used for \M-iting data into the IC card 2 but a high-speed 
processabi e al gor 1 1 hm di f f er ent fromthe IC card 2 is used for ciphering 
the cormuni cat i on data As a result, since it is enough to 
ci pher/ deci pher the data only on the side of on- road equipment 20 at the 
tins of conmjni cat 1 on and this operation can be perfornEd at a high speed, 
the comminl cat 1 on tine can be shortened and data conmjni cat 1 on can exactly 
be execut ed wi t hi n I i rri t ed 1 1 nre dur 1 ng t r avel 1 ng. 
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Cryptographic serial advanced technology attachment device for internal 
attachnBHt of hard disk drive in personal conputer, has high-speed 
cryptographic processing engine connected to main controller 
Patent Assignee: CHI U C ( CHI U- 1 ) ; ENCVA TECHNCLOG/ CORP ( ENO/- N) ; W\NN S 

( W\NN- I ) ; ENCVA SCI & TECHNOLOGY CO LTD ( ENCV- N) 
I nvent or : CHI U C; W\NN S; CHI U C Y; Q U Z; Mm S 
Patent Farii I y (3 patents, 3 count Nes) 



Pat ent 
Nunber 
US 20060117189 



AppI i cat i on 
Nunber 

US 2000704769 
US 2003635833 
US 2005282175 
JP 2006306383 
CN 200610162479 



Ki nd 



Date 
20001103 
20030806 
20051118 
20061113 
20061117 



Pri ori ty AppI 1 cati ons (no. , kind, date): US 2000704769 A 20001103; US 
2003635833 A 20030806; US 2005282175 A 20051118 
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us 20060117189 A1 EN 22 12 C- 1 - P of application US 2000704769 
C- i - P of appi i cat i on US 2003635833 

JP 2007143149 A JA 21 
A! er t i ng Abst r act US A1 

NCVELTY - The cryptographic serial advanced technology attachn^nt ( SATA) 
device corrprises main controller, SATA devi ce and host protocol stacks. A 
cryptographic engine is connected bet\ween main controller and SATA devi ce 
and host protocol stacks, for high-speed cryptographic processing. The 
engine performs encr ypt 1 on/ deer ypt i on on predefined fran^ information 
structures (FISs) payl oad exchanged between SATA host adapter and SATA 
devi ce cont rol I er . 

DESCR PTI CN - An I NDEPENDENH" CLAI IVI i s al so i ncl uded for cryptographi c 
n^t hod. 

USE - For internal attachn^nt of storage devices e.g. 1 nt er nal / ext er nal 
hard disk drive (HDD), conpact disk (CD), DVD, and Flash memory 
enclosures, serial ATA- 1 o- 1 nt egr at ed drive electronics ( I DE) / 1 DE- 1 o- ser 1 al 
ATA madui e, SATA- 1 o- uni ver sal serial bus ( USB) / USB- 1 o- SATA nndul e 1 n e. g. 
personal conput er (PC). 

ADVAI^fTAGE - The cryptographic SATA device encrypts/ decrypts selected 
data streams received at each input /out put side of host/ device at high 
speed and distinguishes a received Fl 8 wi' t h a data payl oad that 
requires cryptographic processing from all others that do not require 
cryptographic processing, efficiently and quickly. 

DESCRI PTI CN OF DRAW NGB - The figure shows a block diagram of the 
cryptographic SATA devi ce. 

Title Terns/Index Terms/ Additional Wbrds: CRYPTOGRAPHI Q SER AL; ADVANCE; 
TECHNCLOG/; ATTACH; DEVI CE; I NTERNAL; HARD; □ SQ DRI VE; PERSON; COVPUTER 
; HI GH; SPEED; PROCESS; ENQ NE; COMMECT; m N; CONTRa 

a ass Oodes 

I nt er nat 1 onal CI assi f 1 cat 1 on ( + At t r 1 but es) 
I PC + Level Value Position Status Version 



GD6F-0012/ 14 
H04L-0009/ 10 
GD6F-0013/38 
GD6F-0013/ 42 
H04L-0029/08 
GD6F-0012/14 C 
H04L-0009/ 10 C 
GD6F-0013/38 C 
GD6F-0013/42 C 
H04L-0029/08 C 
US a assi f 1 cat 1 on. 



20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
20060101 
ssued: 713189000 



Fl I e Segment : EPI ; 
DWI a ass: T01; T03 

l\/bnual Codes (EPI/S-X): T01-C01; T01-C07C4; T01-D01; T01-H01B; T01-H05B2; 
T03-A08A1Q T03-P01F; T03- P07A 

Alerting Abstract ...USE- For internal attachnent of storage devices 
e.g. i nt er nal /external hard disk drive (HDD), conpact disk (CD), DVD 
, and Flash nemory enclosures, serial ATA- 1 o- i nt egr at ed drive electronics 
( I DE)/ I DE-to-seri al ATA modul e, SATA- 1 o- uni ver sal serial bus 
( USB) / USB- 1 o- SATA modui e in e.g. personal conput er (PC... 

...ADVANTAGE - The cryptographic SATA device encrypts/ decrypts selected 
data strearTB received at each input /out put side of host/ device at high 
speed and distinguishes a received Fl S wi t h a data payl oad that 
requires cryptographic processing from '' ' 
cryptographic processing, efficiently.. 

Cr i gi nal Publ i cat i on Dat a by Aut hor i t y 



An encrypting/ decrypting device is conprised of a nal n controller, at 
least one protocol stack which is suitable for difference of the signal 
t ransrri ssi on and at least one encrypt or/ decrypt or which is coupled between 
the rrai n controller and protocol... 
Basic Derwent Wfeek: 200641 
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Digital right rranagerrent card in personal corrputer, has interface sending 
digital document portion to digital appliance in presentation equivalent 
f or rrat , such t hat di gi t al appi i ance access document onl y in present at 1 on 
equi val ent f or mat 

Patent Assignee: ELAZAR G ( ELAZ- 1 ) ; HARKABI D ( HARK- 1 ) ; V\EI NG^RTEN N 

( Vtl NH ) ; SANDI SK CCRP ( SAND- N) 
Inventor: ELAZAR Q HARKABI D; VCI NG^RTEN N 
Patent Farii I y (2 patents, 111 countries) 
Pat ent AppI I cat I on 

Nunter Kind Date Nunter Kind Date U|3dat e 

US 20060080535 Al 20060413 US 2002227155 A 20020823 200631 B 

US 200567298 A 20050225 
WD 2006110213 A2 20061019 VO 2006US5687 A 20060215 200669 E 

Pri orl ty AppI I cati ons (no. , kind, date): US 2002227155 A 20020823; US 

200567298 A 20050225 
Pat ent Det al I s 

NunlDer Kl nd Lan Pg Cmq Fi I i ng Not es 

US 20060080535 Al EN 13 6 C- 1 - P of application US 2002227155 
WD 2006110213 A2 EN 

Nat I onal DesI gnat ed St at es, Q 1 gi nal : AE AG AL AM AT AU AZ BA BB BG BR BW 
BY BZ GA CH CN CO CR CU CZ DE DK DIVI DZ EC EE EG ES FI GB GD GE GH GM HR 
HU I D I L I N I S JP KE KG KM KN KP KR KZ LC LK LR LS LT LU LV LY M^ MD M3 
M< MM M/V IVX IVZ NA NG Nl NO NZ CM PG PH PL PT RO RU SC SD SE SG SK SL SM 
SY TJ TM TN TR TT TZ UA UG US UZ VC VN YU ZA ZM ZW 

Regional DesI gnat ed St at es, Q I gi nal : AT BE BG BWCH CY CZ DE DK EA EE ES 
FI FR GB GH GM GR HU I E I S I T KE LS LT LU LV M3 MW l\^ NA NL CA PL PT RO 
SD SE SI SK SL SZ TR TZ UG ZM ZW 

Al er 1 1 ng Abst r act US Al 

NCVELTY - The device has a formatter for rendering stored f or m of digital 
docun^nt I nt o a pr esent at I on equi val ent format for a digital appliance. An 
i nt er f ace I s pr ovi ded f or sendl ng a por 1 1 on of the dl gi t al docun^nt t o t he 
digital appliance I n t he presentation equivalent format, such that the 
digital appliance access the digital document only In the presentation 
equi val ent f or rrat . 

DESCR PTI CN - i NDEPENDENT CLAI IVB are al so I ncl uded for t he f ol I ovi ng: 

1. rTBthod of supplying digital document to digital appliance; and 

2. system for digital content managen^nt . 

USE - E. g. flash rrerrory card such as **conpact flash **, **mjltl- media 
card **, **secured digital **, **mnl secured digital ** , **transflash 
**, **rTErTDry stick **, flash drives e.g. universal serial bus (USB) 
flash drive used in digital appliance such as personal conput er (PC), 
tablet corrputer, personal digital assistant (PDA), cell phone and handheld 
devi ce. 

ADVANTAGE - Since the digital appliance cannot access the stored 
I nf or rrat ion content of the digital document 1 n t he device, the security of 
the digital document is increased. 

DESCR PTI CN OF DRAW NGB - The figure shows a scherrat 1 c block diagram of 
the digital right managen^nt device. 

Title TerriB/lndex Terms/ Additional Wbrds: Dl Q TAL; R GHT; M^NAGEIVENT; CARD; 
PERSCN; CCN/PUTER; I NTERFACE; SENE^ DOCUIVENT; PORTI CN; APPLI ANCE; PRESENT; 
ECUI VALENT; FORMAT; ACCESS 

a ass Oodes 

I nt er nat I onal Q assi f I cat I on ( + At t r I but es) 
I PC + Level Value Position Status Version 

QD6F-0021/00 A I F B 20060101 

QD6F-0021/00 A I R 20060101 



G06F-0021/24 A 

QD6Q-0050/00 A 

I-I04L-0009/00 A 

I-I04L-0009/ 10 A 

I-I04L-0009/ 16 A 

I-I04L-0009/32 A 

QD6F-0021/00 C 

QD6F-0021/00 C 

QD6Q-0050/00 C 

I-I04L-0009/00 C 

I-I04L-0009/ 10 C 

I-I04L-0009/ 14 C 

I-I04L-0009/32 C 
US Q assi f i cat i on, 

Fi I e SegrTEDt : EPI ; 
DWI a ass: T01; T04 
IVbnual Codes (EPI/S-X): 
; T04-K02A; T04- K03D 

Alerting Abstract ...USE - E. g. flash rrEmDry card such as <b>corTpact 
flash </ b>, <b>miltl- media card </ b>, <b>secured digital </ b>, 
<b>rTi nl secured digital </ b> , <b>t ransf i ash </b>, <b>rTErTDry stick </ b>, 
f i ash drives e.g. universal serial bus (USB) flash drive used In 
digital appliance such as personal conput er (PC.. 

Q- i gi nai Pubi i cat i on Dat a by Aut hor i t y 



^ 20060101 

\ 20060101 

i 20060101 

1 20060101 

1 20060101 

1 20060101 

J 20060101 

1 20060101 

1 20060101 

J 20060101 

\ 20060101 

? 20060101 

1 20060101 
713176000 



T01-F05E; T01- HOI B3D; T01-I-I01C2; T01-J11Q T01-J11E 



Q-iginai Abstracts: 

. . . docun^nt file can be resident already on a device, and/ or be transferred 
Into a device that Is connected to the digital appliance. The device 
(hereafter a DRM device ) can Internally store the digital docun^nt or 
part of the docurrent . The DRM device may decrypt the digital docun^nt 
when requested to do so. The device rray further format the content for 
usage, for exarrpl e, convert text Into Its graphic bitmap representation. 
Device f or rrat 1 1 ng can Include sending plain text data to the digital 
appliance. The device may further process degradation to the resulted file, 
f or. . . 

. . . docun^nt file can be resident already on a device, and/ or be transferred 
Into a device that Is connected to the digital appliance. The device 
(hereafter a DRM device ) can Internally store the digital docun^nt or 
part of the document. The DRM device rray decrypt the digital docun^nt 
\«hen requested to do so. The device may further format the content for 
usage, for exanpl e, convert text Into Its graphic bitmap representation. 
Device formatting can Include sending plain text data to the digital 
appliance. The device may further process degradation to the resulted file, 
f or . . . 

Basic Derwent W&ek: 200631 
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An apparatus and a mst hod for secure cormuni cat i ons for networit corrputers 

Pat ent AssI gnee: I m BUSI NESS M^CHI NES CORP ( I BM:^ 

I nvent or : BREV\ER J A; GUPTA S 

Patent Farii i y (2 patents, 2 countries) 

Pat ent AppI I cat I on 

Nurrber Kl nd Dat e Nurrber Kl nd Dat e Updat e 

TW 589521 A 20040601 TW 2001 107299 A 20010328 200542 B 

US 6922785 B1 20050726 US 2000569499 A 20000511 200549 E 

PrI orl ty AppI I cati ons (no. , kind, date): US 2000569499 A 20000511 

Pat ent Det ai i s 
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TW 589521 A ZH 0 

TWA 

NCVELTY - An apparatus and a nBt hod in a distributed data processing 
system are provided for encrypting all data being sent from a conputer to a 
network by using encryption hardware built on a network interface card. A 
block of data is retrieved f rom segn^nt at i on logic on a network interface 
card, encrypted using encryption hardware, and then inserted into a data 
packet. A f I ag i s set in a packet header to indicated the type of 
encryption before the packet is transnitted to the netv«Drk. Wien the packet 
i s recei ved at a dat a processi ng syst em equi pped in a si ni I ar nnnner as t he 
sendi ng dat a processi ng syst err\ t he decrypt i on al gor i t hm i ndi cat ed by t he 
flag in the packet header is applied to the data using decryption hardware 
built on the network interface card . The decrypted data is then sent 
to re-assentily logic for rebuilding the original message from the 
transnritted packets. Cnce the message is rebuilt, it is sent to a conputer 
nsmDry vi a a system bus for further processing. If the receiving data 
processing syst em 1 s not equipped with a si ni I ar network interface card , 
it 1 s St 1 I I possible to decrypt the message if suitable software is 
provi ded. 



Ti ti e Terns/ 1 ndex Terms/ Addi 1 1 onal Wbrds: APPARATUS; IVETHCD; SECURE; 
CX3\MJNI GATE; NETVCRK; CX^VPUTER 

a ass Oodes 

International Q assi f 1 cat i on ( IVbi n) : QD6F-001/00 
I nt er nat 1 onal Q assi f 1 cat 1 on ( + At t r 1 but es) 
I PC + Level Value Position Status Version 



I-I04L- 0029/ 06 
I-I04L- 0009/ 06 
I-I04L- 0009/ 30 
I-I04L- 0029/ 06 
I-I04L- 0009/ 06 
I-I04L- 0009/ 28 
US Q assi f 1 cat 1 on. 



20060101 
20060101 
20060101 
20060101 
20060101 
20060101 

ssued: 713201000, 713176000, 713202000, 380028000, 



380021000, 380047000, 340825070, 340824000 



N/bnual Codes (EPI/S-X): T01-D01; W)1-A05A 

...packet header is applied to the data using decryption hardware built on 
the network interface card . The decrypted data is then sent to 
re-asserrbly logic for rebuilding the original nessage from the 
transmtted packets. Cnce the message is rebuilt, it is sent to a conputer 
memory vi a a system bus for further processing. If the receiving data 
processing syst em 1 s not equipped with a si ni I ar network interface card , 
it 1 s St 1 I I possible to decrypt the message if suitable software is 
provi ded. 

Q- i gi nai Pubi i cat i on Dat a by Aut hor i t y 



Oiginai Abstracts: 

. . . t ype. If t he dat a packet i s r ecei ved by a syst em equi pped wi t h si ni I ar 
network interface card , decryption al gor i t hm i ndi cat ed by the flag is 
applied to the data using decryption hardware on... 

...is sent to a conputer nsmory vi a a syst em bus for further processing. If 
the data packet is received by a syst em not equipped with the network 
interface card, suitable software is provided to decrypt the data 
pacltet . > Basic Derwent Wfeek: 200542 
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Vehicle e.g. car -onboard dedicated short-range communication apparatus for 



electronic toll collection system has comrrand control unit to nanage 
cormand according to result of j udgrrent by corrrrand j udgrrent unit 
Patent Assignee: ^yATSUSHI TA ELECT Rl C COFP AN/ERI GA ( IVATU) ; M TSUBI SHI [ 
KK ( M TQ ; M YAMCTO T ( M YA- 1 ) ; RENESAS TECHNCLOG/ (XRP ( RENE- N) ; 
RUNESASU TECHNaOGV KK ( RUNE- N) 
I nvent or : M YAIVDTO T 
Patent Fani I y (5 patents, 4 countries) 
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CN 1471013 
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A 20040226 
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AppI i cat i on 
Nurrber 

US 2002330091 
DE 10315782 
JP 2002218975 
CN 2003110210 
US 2002330091 
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A 20020726 
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US 20040019412 AI 
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JA 
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25 15 

23 



Ai er 1 1 ng Abst r act US A1 

NCVELTY - Tlie apparatus has a comrHnd j udgrrent unit of an electronic toll 
col I ect i on- secur i t y appi i cat i on nndul e ( ETC- SAI\4 (24) t o j udge a t ype 
comrand included in a cormuni cat i on signal transnitted bet\ween a host (23) 
and an 1 nt egrat ed ci rcui t ( I C) card (31) wi t h user information. A comrand 
control unit of the ETC- SAM cont r ol s the comrand according to a result of 
j udgn^nt by t he uni t . 

USE - Used for mounting on a vehicle e.g. car for control of an 
electronic toll collection system 

ADVANTAGE - The comrand control unit of the electronic toll 
col I ect 1 on- secur 1 1 y application module ( ETC- SAI\4 controls the comrand 
accor di ng to the r esul t of t he j udgement unit, t her eby si npl 1 f yi ng the 
corrmini cat 1 on procedure and reducing the comnini cat 1 on 1 1 n^, \«hi I e 
realizing the support for mil 1 1 pi e applications. 

DESCR PTI CN OF DRAW NGB - The drawl ng shows a bl ock di agram of a 
vehi ci e- onboard dedicated short range conrruni cat 1 on ( DSRQ apparatus. 

23 HCST 

24 Electronic toll conmini cat 1 on- secur 1 t y application module 

25 Human- machi ne interface 
27 Integrated circuit slot 
31 Integrated circuit card 

Ti 1 1 e Terns/ 1 ndex TerniB/Addi 1 1 onal Wbrds: VEHICLE; CAR; DEDICATE; SHORT; 
RANGE; CO/MJNI GATE; APPARATUS; ELECTRCNi C; TCLL; CCLLECT; SYSTEIVt CCI\M\ND 
; CCNTRCL; UNIT; IVANAGE; ACCGRD; RESULT 
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GD7B-0015/00 A 
GD8G-0001/017 A 
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GD7B-0015/00 C 
GD8G-0001/017 C 
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US Q assi f 1 cat 1 on. 



R 20060101 
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I L R 20060101 
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Oiginal Abstracts: 

...In a vehicle -onboard dedicated short-range conmini cat i on ( DSRC) 
apparatus for the DSRC corrmini cat i on system a comrand j udgn^nt unit of 
an electronic toll corrmini cat i on- secur i t y application module... 



. . . t ype of comTHnd i ncl uded i n a conmini cat i on si gnal t r ansni 1 1 ed bet ween a 
HCST and an IC card with user information tiei d tlierein. A comnand controi 

unit of the ETC- SAiVI cont rol s whether the comrHnd is to be analyzed, 
accordi ng to a. . . 

...in a vehicle -onboard dedicated short-range conmini cat 1 on ( DSRC) 
apparatus for the DSI^ conmini cat i on syst eni a comrmnd j udgnsnt unit of 
an electronic t oi i conmjni cat i on- secur i t y application nodule ( ETC- SAN/p 
judges the type of conrmnd included in a conmini cat i on signal t r ansni t ted 
between a HCST and an IC card with user information held therein. A 
comnand control unit of the ETC- SAIVI controls whether the comnand is to be 
analyzed, according to a result of judgment by the... 
a al ns: 

. . . conmand and ETC dat a i ncl uded in t he r adi o conmini cat 1 on si gnal 
conmini cat ed wi t h t he DSRC process i ng unit ; anda security module 
1 ncl udi nga security processing unit including an encr ypt i on/ deer ypt 1 on unit 
f or . . . 

. . . uni t and t he I C card, wher el n t he secur i t y processi ng uni t f ur t her 
includes: a comrHnd judgment unit for judging a type of comnand 
included in a conmjni cat 1 on signal t r ansni t ted between the ETC 
processing unit and the IC card, and a comnand control unit for 
controlling whether the comnand is to be analyzed, according to a result 
of j udgnBnt by t he comrHnd j udgment uni t . . . 

1. A vehicle -onboard dedicated short-range commnl cat 1 on (DSRC) 
apparatus conprising:a DSRC pr ocessi ng unit that processes a radio 
conrruni cat i on si gnal t r ansni 1 1 ed by DSRC ; an el ect r oni c t ol I col I act i on 
(ETC) processing unit that performs transactions of an ETC conTnand and ETC 
dat a i ncl uded in t he radi o conmjni cat 1 on si gnal corrrmni cat ed wi t h t he DSRC 

processing unit; anda security module 1 ncl udi nga secur i t y processing unit 
including an encrypt 1 on/ decrypt 1 on. . . 

...by the comnand j udgnsnt unitswherein the comnand judgment unit judges 
whether the comnand included in the commnl cat 1 on signal t r ansni t ted 
between the ETC pr ocessi ng unit and the I C card is an ETC comnand; and the 
conmand control unit transnits an execution comnand obtained by analyzing 
the ETC comnand to the I C card when theBasic Derwent Wfeek: 200416 
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Conputer program for playback of encrypted content in portable device , 

includes codes to decrypt encrypted audio or video content fromrremDry 

card and playback content in response to received comrmnd 

Patent Assignee: SANDI SK CCRP (SAND-N) 
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Patent Farii I y (12 patents, 96 countries) 
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Al erti ng Abstract \AD A2 

NCVELTY - Tine pr ogr am deer ypt s t tie encrypted audio or video content from 
a n^mory card and for playing back t fie content, in response to comnand from 
a user. Tfie program copi es location information of t fie encrypted content 



I NDEPENDENT CLAI IVB ar e 1 ncl uded f or t fie f ol 1 owi ng: 

1 . Port abl e devi ce; 

2. Stored audio or video content playing n^tfiod; 

3. System for enabling portable device to access encrypted nusi c; and 

4. Encrypted data accessing n^t hod. 

USE - For use in portable devices sucfi as personal conputers, portable 
audio players, cell phones, portable organizers, portable car stereos for 
playing back encrypted content from memory cards or CDs . 

ADVANTAGE - The pr ogr am ut 1 I 1 zes and requires only a smal 1 buffer for 
encryption purposes and is designed to run efficiently even in environn^nts 
with I 1 rri t ed processing power and memory. Enables an original equipment 
manufacturers to access encrypted content without requiring knowledge of 
the memory structure of the storage media. 

DESCR PTI CN CF DRAW NGB - The f 1 gure shows the bl ock di agram of t he 
corrput er program 

Title Terns/index Terms/ Additional Wbrds: COVPUTER; PRCGRAIVl PLAYBACK; 
ENCRYPTI CN; CCNTENT; PORTABLE; DEVI CE; CODE; AUD Q VI DEQ IVEIVCRY; CARD 
RESPOND RECEI VE; CCMAND 

a ass Codes 
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Oonrputer program for playback of encrypted content in portable device , 
includes codes to decrypt encrypted audio or video content fromn^mDry 
card and pi aybacl^ content in response to received comrmnd 

Al ert 1 ng Abst ract ...in por t abl e devi ces sucti as personal conputers, 
portable audio piayers, cei i phones, portable organizers, portable car 
stereos for playing back encrypted content fromn^mory cards or CDs . 



Or 1 gi nal Publ 1 cat 1 on Dat a by Aut hor 1 1 y 
Q-iginal Abstracts: 

...for original equi prrsnt rranuf act ur er s to run In electronic devices In 
order to access and dynarri cal I y decrypt encrypted audio video or other 
content from a rremary storage device such as a n^mory card, optical or 
hard disk such that the user Interface of the device need only send 
si rrpl e conrrands and the decrypted content Is output... 

...for original equi prrent manufacturers to run In electronic devices In 
order to access and dynani cal I y decrypt encrypted audio video or other 
content from a memory storage device such as a n^mory card, optical or 
hard disk such that the user Interface of the device need only send 
si npl e comrands and the decrypted content Is output... 

...for original equi pircnt rranuf act ur er s to run In electronic devices In 
order to access and dynani cal I y decrypt encrypted audio video or other 
content from a memory storage device such as a n^mory card, optical or 
hard disk such that the user Interface of the device need only send 
si rrpl e commands and the decrypted content Is output... 
Basic Derwent W&ek: 200255 



23/5, K/21 (Item 16 f romf 1 le: 350) 

□ ALOG(R) FI I e 350: Derwent V\PI X 

(c) 2008 The Thomson Corporation. All rts. reserv. 

0012314560 - Drawing available 
V\PI ACC NQ 2002-256106/ 200230 
XRPX Acc No: N2002-198103 

Ent ert ai nrrent apparatus conpresses and encrypts data read f rom record! ng 
rrediumfor auxiliary processor 
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Pat ent Det ai I s 

NunlDer Ki nd Lan Pg Cmq Fi I i ng IStat es 

VD 2001065342 AI EN 21 2 
Nat i onai Designated St at es, Cr i gi nai : 
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Based on OPi patent VO 2001065342 
PCT Appi i cat i on VO 2001JP1584 
Based on OPi patent WD 1999056428 
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AI er t i ng Abst r act VO AI 

NCVELTY - A rrai n processor (7) operates a i oadi ng n^ciiani sm ( 6) wi t hi an 
auxiliary processor for reading encrypted data from a recording medi urn and 
i oadI ng I t I nt o t he I nt er nai n^mor y. A secur i t y modui e ( 9) fias a r ecorded 
decryption l<ey and provides it to t fie auxiliary processor for 
decorrpressi on. C^nerated digital data is loaded into t fie internal n^mory 
(3) vi a a queue (1) using direct n^mory access transfer. 

DESCR PTI CN - There are I NDEPENDENT CLAI IVB for 

1. a seni conduct or device in an ent er t ai nn^nt apparatus, 

2. a conputer prograni 

3. a conputer processor loading n^t hod. 

USE - Appar at us is for I oadi ng di gi t ai i nf or mat i on i nt o an i nt er nai 
rTErrory from an external recording medi um such as a CD- RCM or DVD-ROM 

ADVANTAGE - Apparatus reads program code from the external medi um wi t hout 
over I oadi ng t he CPU. 

DESCR PTI ON OF DRAW NGB - The figure shows the apparatus with 

1 queue 

3 1 nternal merrDry 

6 I oadi ng n^chani sm 

7 rrai n processor 

9 secur 1 t y rrodui e 

Ti 1 1 e Terns/ 1 ndex Terms/ Addi 1 1 onai Wbrds: ENTERTAI NIVENT; APPARATUS; 
COJPPESS; DATA; READ RECORD; IVED UM AUXI LI ARY; PROCESSOR 

a ass Codes 
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Q- i gi nal Publ i cat i on Dat a by Aut hor i t y 



Oiginal Abstracts: 

The ent ert al nrTBnt apparatus conprlses a mal n bus and a subbus, which 
are connected to each other vi a a center bus having a queue. A CPU, a 
n^HDry, an image processor and a DM^C are connected to the main bus . A 
disk drive, an 1/ O processor, a sound processor, and a security module 
are connected to the subbus. A program.. 

...The entertainment apparatus conprlses a mal n bus and a subbus, >«hi ch 
are connected to each other vi a a center bus having a queue. A CPU, a 
n^mory, an 1 rmge processor and a DM<\C are connected to the main bus . A 
disk drive, an I / O processor , a sound processor, and a security nDdul e 
are connected to the subbus. A program code, \«hi ch is conpressed and 
partiaiiy encrypted, is recorded on a secondary recording n^di um The I/O 
processor obtains a decryption key from the security module. The I/O 
processor decrypts digital information read from the secondary recording 
medium based on the decryption key and deconpresses the digital 
information. The deconpressed digital information is \M-itten into the 
memory via the queue using a Dl\^ transfer . 



...The entertainment apparatus conprlses a mal n bus and a subbus, \«hi ch 
are connected to each other vi a a center bus having a queue. A CPU, a 
n^mjry, an image processor and a CMKC are connected to the nal n bus . A 
disk drive, an I / O processor , a sound processor, and a security module 
are connected to the subbus. A progr am code, which is conpressed and 
partially encrypted, is recorded on a secondary recording nsdi um The I/O 
processor obtains a decryption key from the security module. The I/O 
processor decrypts digital information read from the secondary 
recording nsdi um based on the decryption key and deconpresses the 
digital information. The deconpressed digital information is \M-itten into 
t he nBmor y vi a t he queue usi ng a DM^ t r ansf er . 
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extracts session key by decoding data 
on data bus ( ES3) through cellular network from server. 



(110) 



AI er t i ng Abst r act WD A1 

NCVELTY - IVbmDry card 
provided on data bus ( E! , 

Encryption unit (1406) encrypts public key Kpcard (1) of n^mory card 
(110) based on session key and sends it to server over data bus . Register 
(1500) stores decrypted data, such as license I D and user I D and n^mory 
(1412) stores content data ([Dc]Kc) encrypted by license key (Kc) and 
supplied over data bus ( ES3) . 

USE - Data distribution syst em wi t h encryption card. 
DESCR PTI CN CF DRAW NGB - ES3 Dat a bus 

1 Kpcard 

110 iVtemory card 

1406 Encryption n^ans 

1412 l\^mDry 

1500 Regi st er 
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Fi I e SegrTBnt : EngPI ; EPI ; 

DWI a ass: TGI; T04; W)1 ; W)2; W)4; P86 

IVbnual Codes ( EPI / S- X) : T01-H01B3A; T01-J05A; T04-K02; W)1-A03B; W)1-A05A; 

WD1-A06E1A; W)1-A06G2; W)1-C02B; WD1-C05B5; W)1-C05B5C; W)2- D; W)4-V05G 

. . . NCVELTY - l\^mDry card (110) extracts session key by decoding data 
provided on data bus ( BS3) through cellular network from server. 
Encryption unit (1406) encrypts public key Kpcard (1) of rrerrory card 
(110) based on session key and sends it to server over data bus . Ftegister 
( 1500) stores decrypted data, such as license i D and user I D and nBmory 
(1412) stores content data ( [ Dc] Kc) encrypted by license key (Kc) and 
supplied over data bus ( BS3) . 

Q- i gi nal Publ i cat i on Dat a by Aut hor i t y 



Criginal Abstracts: 

. . . t o ext r act a sessi on key Ks f r om dat a appi I ed f r om a ser ver to a dat a 
bus BS3 over a cellular phone network. An encryption processing unit 1406 
encrypts public encryption key KPcard(l) of memory card 110 based on 
session key Ks, and applies the same t o t he server via data bus BS3. A 
register 1500 receives and stores data such as decrypted license I D and 
user . . . 

...and a nBmory 1412 receives and stores encrypted content data [ Dc] Kc 
applied from dat a bus BS3 and encrypted wi t h a license key Ife. . . 

...AnBHDry card performs decryption processing to extract a sessi on key 
from dat a applied from a server to a data bus over a cellular phone 
net\MDrk. An encryption processing unit encrypts a public encryption key of 
memory card based on a session key, and applies the same to the server 
via data bus . A register receives and stores data such as a decrypted 
I 1 cense I D and a user . . . 

...the server, and a memory receives and stores encrypted content data 
appi 1 ed f rom a dat a bus and encrypt ed wi t h a 11 cense key. . . 

...Arremory card (110) extracts a session key (Ks) by decoding data 
provided on a data bus ( BS3) through a cellular netvrork from a server. 
Encryption means ( 1406) encrypts a public key KPcard (1) of the menDry 
card (110) based on the session key Ks and sends it to the server over the 
data bus ( BS3) . A register ( 1500) stores decrypted data, such as a 
I 1 cense I D and a user . . . 
a ai rrs: 

...key; a first license data encryption processing unit (320) for 
encrypting a license key for decrypting said encrypted content data 
using, as key data, the data decrypted by said session key decrypting 
unit ; and a second license data encryption processing unit (322) for 
further encrypting an output of said first license data encryption 
processi ng uni t wi t h. . . 

...unit (110) for receiving and storing said encrypted content data; and 
sal d di St r i but ed dat a decodi ng uni t I ncl udes: a f 1 rst key hoi di ng uni t 
(1402) for holding a first private decryption key for decrypting the 
data encrypted by said first public encryption key, a first decryption 
processing unit (1404... 



... hoi di ng a second pr i vat e decrypt i on key f or decrypt i ng t he dat a 
encrypted with said second public encryption key, and a third decryption 
pr ocessi ng unit (1416) for deer ypt i ng sai d I i cense key wi t h sai d. . . 

...key extracted by said session key decrypting unit; anda second license 
data encryption processing unit for further encrypting the output of said 
first license data encryption processing unit with said second symiBtric 
key extracted by said session key decrypting unit , and supplying the 
encrypted output to said first interface unit , \Mierei neach of said 
t erni nal s i ncl udes: a second i nt erf ace uni t for externally transrritting 
the data, anda data storing unit for receiving and storing at least said 
I i cense key f rom sai d cont ent dat a suppi y devi ce; sai d f i rst . . . 
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Al er t i ng Abst r act WO Al 

NCVELTY - IVbnnry card (110) extracts first cession l<ey (Ksl) and 
t ransact i on I D f rom ser ver by deer ypt i ng dat a on dat a bus ( BS3) . It 
generates second cession key ( Ks2) with cession key generating section 
(1418), encrypts it and key (KPn^l)) unique to nBrrory card (110), with 
first cession key and transnits to server as keys for encrypting content 
ke) 



DESCR F 



0) performs authentication wi t h a server 
it i on data holding section (1400). The 

t cession key (Ksl) and a transaction ID 
placed on a data bus ( BS3) . 

1) generates a second cession key ( Ks2) 
la section (1418), encrypts the second 

unique to the nBmory card (110) with 



PTI CN - A n^mory card ( 
based on data held in an authentica 
n^HDry card (110) extracts a firs 
from the server by decrypting data 
FurthernDre, the n^mory card (110 
by n^ans of a cession key generatin 
cession key ( Ks2) and a key (KPm(1) 

the first cession key (Ksl) and transnits t hem t o the server as keys for 
encrypting the content key when the content key is decrypted. The 
transaction I D and the second cession key ( Ks2) hel d i n a I og n^mory (1460) 
are used in redistribution. 

USE - l\^mDry card and data distribution system for storage and 
r edi st r 1 but 1 on of dat a 

DESCR PTI CN CF DFlAWtvlGB - □ agram of memory card. (Drawi ng cental ns 
non- English language text) 

110 l\^mDry card 

1400 Authentication data holding section 

Ksl Fi rst cessi on key 

BS3 Data bus 

Ks2 Second cessi on key 

1418 Cession key generating section 

KPm(1 Key 

1460 Log memory 
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Al er t i ng Abst r act . . . ^JCVELTY - IVbriDry card (110) ext r act s f i r st cession 
key (Ksl) and transaction ID from server by decrypting dat a on data bus 
( BS3) . It generates second cession key ( Ks2) with cession key generating 
section (1418), encrypts it and key (KPn^l)) unique to n^nnry card (110), 
wi t In first cession key and transnits to server as keys for encrypting 
content key. DESCRI PTI CN - A rremDry card (110) performB aut fient i cat i on 
wi t fi a ser ver based on dat a hel d i n an aut hent i cat i on dat a ho\ di ng sect i on 
( 1400). Tine n^nnry card (110) extracts a first cession key (Ks1) and a 
transaction ID from the server by decrypting data placed on a data bus 
( BS3) . Furthermore, the n^mory card (110) generates a second cession key 
( Ks2) by n^ans of a cessi on key generating section... 

...encrypts the second cession key ( Ks2) and a key (KPm(1)) unique to the 
n^nnry card (110) with the first cession key (Ksl) and transnits themto 
t he server as keys. . . 

Q- 1 gi nal Publ i cat i on Dat a by Aut hor i t y 



Oiginal Abstracts: 

A nBHTDry card (110) conducts an authentication process wi t h a server 
based on data stored in an authentication data hold unit ( 1400). The n^mjry 

card (110) extracts a first session key (Ksl) froma server by a 
deer ypt i on pr ocess and a t r ansact i on i D f r om t he dat a appi i ed on a dat a 
bus ( BS3) . The nrerrory card (110) generates a second session key (Ks2) 
through a session key generation unit (1418), and transnits to the 
server, as the keys to encrypt content data in receiving decryption 
of content data , the second session key (Ks2) and a key (KPm(1)) unique 
to the n^rrory card (110) i n an encrypted state with the first session key 
( Ksl) . The t r ansact i on i D and. . . 

...An^mory card (<b>110</b>) conducts an authentication process wi t h a 
server based on data stored in an authentication data hold unit 
( <b>1400</ b>) . The n^mory card (<b>110</b>) extracts a first session key 
(tfe<b>1</b>) froma server by a decryption process and a transaction ID 
from the data applied on a data bus ( BS<b>3</ b>) . The n^mory card 
(<b>110</b>) generates a second session key (Ks<b>2</b>) through a session 
key generation unit ( <b>1418</ b>) , and transnits to the server, as the 
keys to encrypt content data in receiving decryption of content 
data , the second session key (ife<b>2</b>) and a key ( KPm( <b>1</ b>) ) unique 
to the n^rrory card (<b>110</b>) in an encrypted state with the first 
session key ( tfe<b>1</ b>) . The transaction I D and. . . 

...A memory card (110) performs aut hent i cat i on wi t h a server based on 
data held in an authentication data holding section ( 1400). The n^mDry 
card (110) ext r act s a f 1 r st cessi on key (Ksl) and a t r ansact i on I D f rom 
the server by decrypting data placed on a data bus ( BS3) . Furthermore, 
the rremory card (110) generates a second cession key ( Ks2) by n^ans of a 
cession key generating section... 

...encrypts the second cession key ( Ks2) and a key (KPm(1)) unique to the 
merrory card (110) with the first cession key (Ksl) and transnits themto 
t he server as keys. . . 
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A! erti ng Abstract VO A1 

NO/ELTY - IVferrory card (110) decodes data delivered to data bus ( BS3) 
and extracts session key (Ksl) sent from server from dat a. Based on session 
key (Ksl), encrypting section (1406) encrypts public encryption key 
(KPn-(1)) of rrerrory card (110) and delivers it to server through data bus 

(BS3). IVfemory card (110) receives data including license key ( Kc) and 
license (ID) encrypted with public encryption key (KPm(1)) different with 
memory card to memory card , decrypts data, encrypted it again with 
uniquely given secret key (K(1)), and stores it in memory (1415). 

USE - Recorder for encrypting and decrypting data 

DESCR PTI CN OF DRAW NGS - 110 N/bmory card 

1406 Encrypting section 

Kc Li cense key 
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. . . NCVELTY - N^mory card (110) decodes data delivered to data bus ( BS3) 
and extracts session key (Ksl) sent from server from data. Based on session 
key (Ks1), encrypting section (1406) encrypts public encryption key 
(KPrr(1)) of n^irory card (110) and delivers it to server through data bus 

(BS3). IVbrrory card (110) receives data including license key ( Kc) and 
license (ID) encrypted with public encryption key (KPm(1)) different with 
nBHTDry card to rrBrrory card , decrypts data, encrypted It again with 
uniquely given secret key (K(1)), and stores It... 

Or i gi nal Publ i cat i on Dat a by Aut hor i t y 



Qiginal Abstracts: 

A nremDry card (110) decrypts data applied from a data bus ( BS3) to 
extract a session key (1^1) from a server. An encryption processing portion 
( 1406) encrypts a public encryption key (KPm(1)) of the memory card (110) 
based on the session key (Ksl), and applies the encrypted key to the server 
via the data bus ( BS3) . The memory card (110) receives data such as a 
license key {Xc) and a license (ID) encrypted with the public encryption 
key (KPrr^l)) unique to each memory card , decrypts the received data and 
stores the received data in a nemory (1415) after encrypting... 

...A rTErrory card (<b>110</b>) decodes data delivered to a data bus 
(BS<b>3</b>) and extracts a session key (Ks<b>1</b>) sent from a server 
from the data. Based... 

. . . Ife<b>1</ b>) , an encrypting section ( <b>1406</ b>) encrypts a public 
encryption key ( KPm ( <b>1 </ b>) ) of the memory card (<b>110</b>) and 
delivers it to a server through the data bus ( BS<b>3</ b>) . The nemory 
card (<b>110</b>) receives data including a license key ( Kc) and a license 



(ID) encrypted with the public encryption key ( KPm ( <b>1 </ b>) ) different 
with n^mjry card to n^mDry card , decrypts the data, encrypted it again 
with uniquely given secret key ( K( <b>1 </ b>) ) , and stores... 

...A n^mjry card (<b>110</b>) decodes data delivered to a data bus 
(BS<b>3</b>) and extracts a session key (Ks<b>1</b>) sent from a server 
from the data. Based... 

. . . Ks<b>1</ b>) , an encrypting section ( <b>1406</ b>) encrypts a public 
encryption key ( KPm ( <b>1 </ b>) ) of the memory card (<b>110</b>) and 
delivers it to a server through the data bus ( BS<b>3</ b>) . The memory 
card (<b>110</b>) receives data including a license key ( Kc) and a license 
(ID) encrypted with the public encryption key ( KPm ( <b>1 </ b>) ) different 
with n^mory card to n^mory card , decrypts the data, encrypted it again 
with uniquely given secret key ( K( <b>1 </ b>) ) , and stores... 

...An^nnry card (110) decodes dat a del i ver ed to a dat a bus ( BS3) and 
extracts a session key (Ksl) sent from a server from the data. Based... 

. . . Ksl) , an encrypt 1 ng sect i on ( 1406) encrypts a publ 1 c encrypt 1 on key ( KPm 
(1)) of the merrory card (110) and delivers it to a server through the 
data bus ( BS3) . The n^mory card (110) receives data including a license 
key ( Kc) and a license (ID) encrypted with the public encryption key (KPm 
(1)) different with n^mory card to memory card , decrypts the data, 
encrypted it again with uniquely given secret key (K(1)), and stores... 
a ai rrs: 

. . . encrypt ed wi t h a f 1 rst publ i c encrypt i on key ( KPnt i ) ) pr edet er ni ned wi t h 
respect to the recording device , conprising:a first key holding portion 
(1421) for holding a first private decryption key ( Km( i ) ) being 
asyniTBtrlc to said first public encryption key and used for decrypting data 
encrypt ed wi t h sai d f i rst publ i c encrypt i on key; a f i rst decrypt 1 on 
processing portion (1422) for receiving the data encrypted with said 
first public encryption key, and decrypting the received data with said 
first private decryption key; a second key holding portion (1450, 1451) for 
hoi di ng. . . 
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Dat a pr ocessi ng sy st em f or col I ect i ng f I i ght dat a f or pr oduci ng pi I ot 
report logs, has portable nBm>ry device vrfii ch Is dowil oaded on a ground 
station processing station by authorized personnel 
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Al er 1 1 ng Abst r act WO /\2 



NCVELTY - The syst em accesses signals transnitted on an airborne data bus 
(layer 2), \Miere the signals represent sensor readings. The sensors (layer 
1) on the aircraft are used to n^asure flight paranBters for the entire 
flight. The signals are then transferred to a smart log box (layer 3) which 
then sanpl es, filters, decodes, encodes and conpr esses the signals prior to 
being stored on a portable, self protected secure rremry device, e.g. smart 
card . 

DESCR PTI CN - An I NDEPENDENT CLAI M 1 s al so 1 ncl uded for a nst hod of 
processing flight paranpter data. 

USE - For r ecor di ng and moni t or 1 ng f I 1 ght dat a for anal yzi ng and 
processi ng t he dat a. 

ADVAlyfTAGE - To monitor a pilots performance, the operation of the 
aircraft and identifying potential npchani cal or safety problems. 

DESCR PTI CN CP DRAW NGB - The figure shows a diagram of the automated 
flight data management. 

1 Sensors 

2 Ogital airborne data bus 

3 Smar t I og box 
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...bus (layer 2), where the signals represent sensor readings. The sensors 
(layer 1) on the aircraft are used to measure flight paran^ters for the 
entire flight. The signals are then transferred... 

...prior to being stored on a portable, self protected secure n^mory 
device, e.g. smart card . 
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Griginai Abstracts: 

. . . sel f - prot ect ed secure n^mory device. After the flight ends, the 
portable, sel f - prot ect ed secure n^mory device is transferred to ground 
personnel. The data stored on the memory device is then accessed by 
authorized personnel, deconpressed and decrypted . The flight data is 
analyzed and used to evaluate pilot performance and monitor the operation 
of the aircraft throughBasic Derwent W&ek: 200056 
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Organizing and transferring data armng functional bi oclts of integrated 
syst em of read channel of data recorded on DVD- RCM DVD- RAM and DVD-R for 
perforrring Reed- Sol orron decoding 
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AI er t i ng Abst r act VO AI 

NCVELTY - An entedded RAM ( DRAIV) is refreshed \«hi I e decoding of two 
blocks is in progress. Two col unns of 208 bytes each of the stored input 
blocks is decoded by reading the col unns word by word from the entedded RAIVI 
( DRAIV| and perforrring parallel Reed- Solomon decoding on two col unns at the 
t i nre in the Reed- Solomon decoder, correcting errors and storing decoding 
f I ags 1 n t he enbedded RAM ( DRAIV) . 

USE - In a read- channel circuitry of data read from a mass memory support 
such as a DVD or a CD f or decoding according t o t he Reed- Solomon algorithm 
data read from a mass nBnrory support coded according to standard DVD- RCM 
DVD- R, DVDRAM or CD- RCM pr ot ocol s. 

ADVANrA(3E - Provides considerable increase of the required processing 
speed capabi I 1 1 1 es 1 n a f ul I y i nt egr at ed decoder ( ECC- 1 C) may be obt ai ned 
by organizing the dat a f I ow wi t hi n the integrated decoder and the enbedded 
RAM 1 n a way as to reduce the nunber of accesses to the enbedded RAM needed 
to per form the decoding at the required speed while using the Reed- Sol onon 
decoding block at twice the maxi num cl ock frequency allowed by the enbedded 
RAM (25MHz) 

DESCR PTI CN CP DRAW N(3B - The drawing is an architectural layout of the 
nul 1 1 f unct 1 on decoder ECC- 1 C of t he 1 nvent 1 on. 
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Oiginal Abstracts: 

...a read channel of data recorded on DVD- Roni DVD- Rani DVD- R or CD Ram 
for perforning Reed -Solomon decoding Including off-line heroic 
correction, or del nt er I eavl ng, Reed- Solomon decoding and correction, said 
Integrated syst em I ncl udl ng an Input buffer ( I NPUT BUFFEFQ , an Interface 
wl t h a ni crocont rol I er bus (nuPIF), a Heed -Solomon decoder 
( REED- SCLOVCN DECODER), an entedded RAM ( DRAIV) accessed through a 17- bit 
bus , a descr aniDi I ng and EDC control block ( DESCRAIVBLI NG & EDC) for DVD 
modes of operation a descr anlol I ng block ( DESCRAIVBLI NG CD) for CD 
modes of operations, a data output Interface ( CL/rPUr I rsTTERFACE) and a 
1 1 ni ng cont r ol bl ock ( Tl M NG Cavn"RCL) , perni t s t he decodi ng. . . 

...the functional blocks of an Integrated syst em of a read channel of data 
recorded on DVD - Rom DVD - Ram DVD - R or CD Rom for perforning 
Reed -Solomon decoding Including off- line heroic correction, or 
del nt er I eavl ng. Reed- Solomon decoding Is provided. The Integrated system 
Includes an Input buffer, an Interface wi t h a ni crocont rol I er bus , a 
Reed-Solomon decoder, an embedded RAM accessed through a 17-blt bus , a 
descr anbl I ng and EDC control block for DVD modes of operation, a 
descr anbl I ng block for CD codes of operations, a data output Interface, 
and a fining control block. The syst em per ni t s the de coding of the Input 
data acquired through... 

...Input buffer at a rate of up to four-tlnss the reference bit rate of 
DVD formatted data using a clock for accessing the entedded RAM havl ng a 
f requency hal f t hat . . . 

...on DVD- Roni DVD- Rani DVD- R or CD Rom f or perforning Reed- Solomon 
decoding including off- i i ne heroic correction , or del nt er I eavl ng, 
Reed -Solomon decoding and correction, said Integrated syst em I ncl udl ng an 
Input buffer ( I NPUT BUFFER) , an I nt erf ace wl t h a ni cr ocont r ol I er bus (nuP 
I F) , a Reed- Sol omon decoder ( REED- SCLCMCN DECODER) , an enbedded RAM ( DRA^ 
accessed through a 17-blt bus , a descranbl I ng and EDC cont rol block 
( DESCRAIVBLI NG & EDQ for DVD modes of operation a descr anbl I ng block 
( DESCRAI\/BLI NG CD) for CD modes of operations, a dat a out put Interface 
( CLn-pur I NTTERFACE) and a lining control b\ ock ( Tl M NG COvn-RCL) , per m t s 
the decoding of the Input data acquired through said Input buffer (INPUT 
BUFFER) at a rate of up t o four-times the reference bit rate of DvD 
forrmtted data using a clock for accessing said enbedded RAM havl ng a 
f requency hal f t hat . . . 

. . . DVD- R ou CD Rom af I n de proceder a un decodage REED- Sol omon, y conprls 
des corrections heroiques autononss, ou un desent r el acenrBnt , un 
decodage REED- Sol omon et une correction, I edi t syst ene Integre conprenant 
un tanpon d' entree (TAIVPCN ENTREE), une Interface avec un bus 
mi crocont rol eur (nuPIF), un decodeur REED- Sol omom ( DECODEUR REED- SGLOVCN) , 
une rTBrroIre RAMIntegree ( DRAN/) a I aquel I e accede un bus 17 bits, un 
bl oc de comrande de desenbroul I I age et EDC ( DESEIVBRCUl LLAGE et EDC) pour 
des nodes DVD de f onct i onnerrent d' un bloc de desenbroul I I age 
( DESEN/BRCUl LLAGE CD) pour modes CD de f onct I onnensnt s, une Interface de 
sortie de donnees (INTERFACE SORTIE) et un bloc de commande de 
synchronisation (CXM^DE SYNO-RCN SATI CN ) , pernEttant le decodage des 
donnees d' entree acqui ses par I ' I nt er nsdl al r e dudi t tanpon d' entree... 
a ai rrs: 

. . . el nes Integrlerten Systems ( ECC- 1 Q el nes Lesekanal s von Dat en, die auf 
DVD-RCM DVD- RAM und DVD-R auf gezei chnet si nd, zur Durchfuhrung el ner 
Reed- Sol orron- Decodi er ung, die el ne drastische a f I I ne- Kor r ekt ur 
el nschi I esst , wobel das... 

... Sol omon- Decoder ( REED- SCLCM^M DECODER) , ei n el ngebet t et es RAM ( DRAIV) , 
auf das durch el nen 17-Blt- Bus zugegrlffen wi rd , el nen Ent wurf el ungs- 
und EDC-Steuerbl ock (DESCRAN/BLI NG & EDC) fur DVD - Bet r I ebsar t en, ei ne 
DatenausgabeschnI ttstel I e (OUTPUT INTERFACE) und el nen Tl ni ngst euer bl ock 
( Tl M NG CCNTTRCL) , <b>dadurch gekennzel chnet , dass</b> die Decodi erung der 



Ei ngangsdat en. 



. . . Ei ngangspuf f er (INPUT BUFFER) erfasst werden, nit ei ner Rate von bis zum 
vierfachen der l%f er enzbi t r at e von DVD - f or mat i er t en Oaten durctigef ulirt 
VH rd , WDbei ei n Takt zumZugreifen auf das eingebettete RAiVI verwendet 
wird, der ei ne Frequenz aufweist... 

. . . bi ocl<s of an integrated syst em ( ECC- 1 C) of a read cliannei of data 
recorded on DVD - Fbni DVD - Ram and DVD-R for perform ng Reed-Soiomon 
decoding including off-line heroic correction, said integrated system 
i ncl udi ng an i nput buf f er (I NPUT BUFFER ) , an 1 nt erf ace wi t h a 
ni crocont rol I er bus (mjP IF), a Reed- Solomon decoder ( REED- SCLCJVCN 
DECXXEF9 , an entedded RAM ( DRAIVp accessed through a 17- bit bus , a 
descrantl 1 ng and EDC control block ( DESCRAIVBLI NG & EDC) for DVD modes of 
operation, a data output interface ( CUTPUT INTERFACE) and a t i ni ng 
control block ( Tl IVI NG CavTTRCL) , <b>char act er 1 zed in t hat </ b> the decoding 
of the input data acquired through said input buffer (INPUT BUFFER) is 
perforned at a rate of up to four- times the reference bit rate of DVD 
formatted data using a clock for accessing said embedded RAIVI havi ng a 
f requency hal f t hat . . . 

...connexion, le syst ens integre conprenant un t anpon d' entree (INPUT 
BUFFER), une interface avec un bus de ni cr ocont r ol eur (nuP IF), un 
decodeur Heed -Solomon (REED- SCLCMilsl DECXDER) , une RAMintegree ( DRAIV) a 
I aquel I e on accede par un bus a 17 bits, un bloc de comrande de 
desenbroui I I age et EDC ( DESCRAIVBLI NG & EDQ pour des rmdes de 
f onct 1 onnensnt DVD , une interface de sortie de donnees (CUTPUT INTERFACE) 
et un bloc de comrande de synchronisation ( Tl M NG COvfTRCL) , <b>car act er 1 se 
en ce que</b> le decodage des donnees d' entree acqui ses par le tarrpon 
d' entree (INPUT BUFFEFQ est realise a une cadence al I ant j usqu' a quatre 
f ol s I e debi t de bi t s de r ef er ence de donnees f or rrat ees DVD en ut i li sant 
une hor I oge . . . I 1 ne heroi c cor r ect 1 on, t he i nt egr at ed syst em i ncl udi ng an 
1 nput buff er, an 1 nt erf ace wi t h a ni crocont rol I er bus , a Reed- Sol omon 
decoder, an enbedded RAIVI accessed through a 17- bit bus , a descranrbl i ng 
and EDC control block for DVD modes of operation, a data output 
interface and a fining control block, vrfierein the decoding of input 
data acquired through the input buffer is perfornEd at a rate of up to 
four-tinBS a reference bit rate of DVD forrmtted data using a clock for 
accessing the enbedded RAIVI havi ng a frequency which is half that of the 
clock that Is used 1 n t he Reed- Sol omon decoder, \«hi I e reducing the nunber 
of accesses to the enbedded RAIVI needed to perform the decoding, the nst hod 
conprising the steps of : a) organizing DVD mode input data in two blocks 
or rows of 182 bytes each; b) storing each block or row 1 n 12 pages of 
distinct banksBasi c Derwent Wfeek: 199952 
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Al erti ng Abstract EP A1 

The controller conprlses a host Interface. The Interface connects the 
host conput er via an I DE dat a bus t o t he conpact disk drive controller 
to receive data addresses and conrmnds from the host conput er . It also 
transnits digital Information to the host conput er. 

A path conminl cat es the data addresses and comnands from the host 
I nt er f ace to t he ni cr ocont rol I er of t he dr I ve el ect roni cs. A DSP ( 28) 
Interface connects the host Interface and the digital signal processor of 
the drive electronics to receive digital Information fromthe conpact disk 
and transnit digital Information to the host Interface. 

ADVANTTAGE - CVerconES problems associated with existing CD drive 
controllers \«hi ch prohibits enpl oyment of most cost efficient or highest 
perforrrance conbi nat 1 on of devices. 

Title Terns/index Terms/ Additional Wbrds: CO/PACT; □ SQ DRIVE; COvrrRa; 
I ISfTERFACE; CCNNECT; HCST; RECEI VE; Dl Q TAL; I NFCRI\ATI CN; TRANSIVI T; 
Dl a TAL; SI GNAL; PROCESSCR; I NfTEGRATEE^ DRI VE; ELECTRCNI CS 

a ass Oodes 

I nt er nat 1 onal CI assi f 1 cat 1 on ( + At t r 1 but es) 
I PC + Level Value Position Status Version 



QD6F-0013/ 12 
QD6F-0003/00 
Q06F- 0003/06 
G1 1 B- 0027/ 1 0 
QD6F-0013/12 
QD6F-0013/ 12 
QD6F-0003/00 
QD6F-0003/06 
Gl 1 B- 0027/ 1 0 
US a assi f 1 cat 1 on. 



20060101 
F B 20060101 
R 20060101 
R 20060101 
F B 20060101 
L B 20060101 
L B 20060101 
R 20061220 
R 20060101 

ssued: 710005000, 713001000, 710062000, 710062000, 
710005000, 395309000, 395185010, 395822000, 395849000, 395872000, 
364130000, 364232200, 364236200, 364237900, 3640 0100, 364238300, 
364265000, 371030000, 710062000, 710002000, 710129000, 710129000, 
710002000, 710029000, 710036000, 710052000, 711118000, 712233000, 
712245000, 714048000, 714746000, 714758000, 710062000, 710002000, 
710129000, 710062000, 710002000, 710129000 

Fi I e Segrrent : EPI ; 
DV\PI a ass: T01; T03 

N/bnual Codes (EPI/S-X): T01-C01; T03-B08; T03- N01 ; T03-P01A 



Al er t i ng Abst r act ...controller corrpr i ses a host interface. The interface 
connects the host conputer via an IDE data bus to the conpact disk 
drive controller to receive data addresses and comnands from the host 
conputer. It al so t r ansni t s. . . 

Q- i gi nal Publ i cat i on Dat a by Aut hor i t y 



Oiginal Abstracts: 

A conpact disk drive controller to controi the access of information 
from an optical conpact disk (CD) digitai data storage device by 
a host conputer using an integrated drive electronics (IDE) data bus or 
an industry standard architecture (ISA) data bus is disclosed. A 
digitai signal processor (DSP) interface to the drive electronics of the 
CD drive, a dynani c random access nsmory ( DRAI\4 controller, an error 
correction code ( EOC) data corrector, an error detection and... 

... A conpact disk dr 1 ve cont rol I er to control t he access of information 
from an optical conpact disk (CD) digital data storage device by a 
host conputer using an integrated drive electronics (IDE) data bus or 
an industry standard architecture (ISA) data bus is disclosed. A 
digital signal processor (DSP) interface to the drive electronics of the 
CD drive, a dynani c random access nemory ( DRAI\4 controller, an error 
correction code ( ECC) data corrector, an error detection and correction 
( EDQ devi ce enpl oyi ng cycl 1 cal . . . 

... A conpact disk dr 1 ve cont rol I er to control t he access of information 
from an optical corrpact disk ( CD) digital data storage device by a host 
conputer using an integrated drive eiectronics ( IDE) data bus or an 
industry standard architecture (ISA) data bus is disclosed. A digital 
signal processor (DSP) interface to the drive electronics of t he CD 
drive, a dynani c random access memory ( DRAIV) controller, an error 
correction code (ECC) data corrector, an error detection and correction 
(EDQ device enpl oyi ng cyclical redundancy checking techniques ( EDC/ CRC. . . 

... A conpact disk dr 1 ve cont rol I er to control t he access of infornntion 



host conputer using an integrated drive electronics (IDE) data bus or an 

industry standard architecture (ISA) data bus is disclosed. A digital 
signal processor (DSP) interface to the drive electronics of t he CD 
drive, a dynani c random access memory ( DRAI\/!i controller, an error 
correction code (EOC) data corrector, an error detection and correction 
(EDQ device enpl oyi ng cyclical redundancy checking techniques ( EDC/ CRC) , 
and a host conputer interface... 

... A conpact disk dr 1 ve cont rol I er to control t he access of information 
from an optical conpact disk (CD) digital data storage device by a host 
conputer using an integrated drive electronics (IDE) data bus or an 
industry standard architecture (ISA) data bus is disclosed. A digital 
signal processor (DSP) interface to the drive electronics of the CD 
drive , a dynam c random access rrsmory ( DRAN/) controller, an error 
correction code (ECC) data corrector, an error detection and correction 
(EDC) device enpl oyi ng cycl i cai redundancy checking techniques ( EDC/ CRC) , 
and a host conputer interface are described... 

... A corrpact di sk dr 1 ve cont roller to cont rol the access of i nf or mat i on 
from an optical conpact disk (CD) digital data storage device by a host 
conputer using an integrated drive electronics (IDE) data bus or an 
industry standard architecture (ISA) data bus is disclosed. A distal 
signal processor (DSP) interface to the drive electronics of t he CD 
drive, a dynamo random access menory ( DRAIVji controller, an error 
correction code (EOC) data corrector, an error detection and correction 
(EDC) device errpl oyi ng cyclical redundancy checking techniques (EDC/ CRC), 
and a host conputer interface are described... 

... A corrpact di sk dr 1 ve cont roller to cont rol the access of i nf or nat i on 
from an optical conpact disk (CD) digital data storage device by a host 
corrput er using an integrated drive electronics (IDE) data bus or an 
industry standard architecture (ISA) data bus is disclosed. A digital 
signal processor (DSP) interface to the drive electronics of the CD 
drive, a dynani c r andom access rrenDry ( DRAIVJi controller, an error 
correction code (ECC) data corrector, an error detection and correction 
(EDC) device enpl oyi ng cyclical redundancy checking techniques ( EDC/ CRC) , 



from an optical conpact disk 




by a 



and a host corrput er interface are descr i bed. . . . di gi t al data storage 
device by a host corrput er using an integrated drive eiectronics (IDE) data 
bus or an industry standard architecture (ISA) data bus Is disclosed. 
A digital signal processor (DSP) i nt er f ace t o t fie dr i ve el ect r oni cs of the 

CD drive, a dynani c random access n^mory ( DRAI\^ controller, an error 
correction code ( EOC) data corrector, an error detection and correction 
( EDQ device enpl oyi ng cyclical redundancy cliecki ng tecliniques ( EDC/ CRC) , 
and a host conput er interface are described. 



. . . A conpact disk dr i ve cont rol I er to control t he access of information 
f rom an opt i cal conpact disk (CD) digital dat a st or age devi ce by a host 
conput er using an integrated drive electronics (IDE) data bus or an 
industry standard architecture (ISA) data bus is disclosed. A digital 
signal processor (DSP) interface to the drive electronics of t he CD 
drive, a dynani c random access nEmory ( DRAIVp controller, an error 
correction code (EGG) data corrector, an error detection and correction ( 
EDC) device enpl oyi ng cyclical redundancy checking techniques ( EDCy CRC), 
and a host conput er interface are described. 



. . . di gi t al dat a st or age devi ce by a host conput er usi ng an i nt egr at ed dr 1 ve 
electronics (IDE) data bus or an industry standard architecture (ISA) 
data bus is disclosed. A digital signal processor (DSP) interface t o t he 
drive electronics of t he CD drive, a dynani c random access nEmory ( DRAI\4 
controller, an error correction code ( ECC) data corrector, an error 
detection and correction (EDQ device enpl oyi ng cyclical redundancy 
checking techniques ( EDQ CRC) , and a host conput er Interface are 
descr 1 bed. 



...digital data storage device by a host conput er using an integrated drive 
electronics (IDE) data bus or an industry standard architecture (ISA) 
data bus is disclosed. A digital signal processor (DSP) interface t o t he 
drive electronics of t he CD drive , a dynani c random access memory 
( Df^AIVJ controller, an error correction code (EOC) data corrector , an 
error detection and correction (EDQ device enpl oyi ng cyclical redundancy 
checking techniques ( EDQ CRC) , and a host conput er interface are 
descr 1 bed. 
a al ns: 

... random access nEmory and a syst em cont rol I er , \«herein said host conputer 
conmini cat es wi t h sal d conpact dl sk dr 1 ve cont rol I er vi a an I DE dat a 
bus and receives digital information from the conpact disk via said 
IDE data bus . said corrpact disk drive controller conpr 1 si ng: </ br > 
a host interface connecting said host conputer via said I DE dat a bus with 
said conpact disk drive controller, to receive data addresses and 
comrands from said host conputer and to transnit digital information to 
sal d. . . 

. . . el ect roni cs 1 ncl udi ng a di gi t al signal processor, a ni crocont rol I er, a 
random access nEmory and a system controller , \Mierein said host conputer 
conmini cat es wi t h sal d conpact dl sk dr 1 ve cont r ol I er vi a an I DE dat a bus 

and receives digital information from the conpact disk vi a sal d IDE 
data bus , said conpact disk drive controller comprising :a host 
interface connecting said host conputer via said I DE dat a bus with 
said conpact disk drive controller, to receive data addresses and 
conmnands from said host conputer and to transnit digital Information to 
said host conputer ,a path for conmini cat 1 ng data addresses and comrands 
from said host interface to the ni crocont rol I er. . . 

...said digital signal processor of said drive electronics to receive 
digital infornnatlon from said conpact disk and to transnit said digital 
infornnation to said host interface... 

...carry out initial signal t r ansi 1 1 ons on DASP, PDI AQ and HI RQ I i nes of 
said IDE/ ATA bus in response to soft reset and execute drive diagnostic 
conmnand events, andcircuitry operable to ...said optical drive controller 
oper abl e to al I ow a ni cr ocont roller, whi ch cont r ol s r eadi ng of i nf or nat i on 
from optical rredl a , to read from said mil ti -byte comrand buffer, to 
cause said BSY bi t to be altered, to read said DRV bi t , and to cause 



certain transitions of si gnai s on said DASP, PD AQ and Hi RQ I i nes of said 
i CEJ ATA bus . 



. . . Wiat is ci ai n^d is:<b>1</b>. An... 

...said host interface operabie to be directiy connected to a liost conputer 

vi a an i DE/ ATA bus to conminicate addresses, comrands, and data tlirougli 

ATA comrand bi ocl< register addresses, said fiost interface... 

. . . bus. 



. . . Wiat is ci ai n^d i s: A conpact di sk dri ve cont roi i er to cont roi t fie 
conmini cat i on of data bet\ween a conpact disk in a conpact disk drive 
and a host conputer via an iDE/ ATA data bus , said data bus for 
receiving and transnitting data bet\ween said controiier and said host 
conputer, said disk drive having drive eiectronics that include a digitai 
signal processor and a ni crocont roi i er , said controiier conpr i si ng: </ br >a 
digital signal processor interface for receiving data from said digital 
signal processor, said digital signal processor interface descr anbl i ng and 
assenbi i ng data received fromsaid digitai signal pr ocessor ; </ br >nBmDr y 
nsans for tenporarily storing data, said mencry neans tenporarily storing 
said assenbi ed dat a; </ br >dat a error detection and correction nsans for 
correcting said assenbi ed data , said detection and correction nsans 
including error correction circuitry for perforning error correction on 
said assenbi ed data and a cyclic redundancy checker for detecting errors 

in said assenbi ed data after correction of said data by said 
correction circuitry for providing corrected data ; and</br>host 
interface nsans for connecting said host conputer to said controiier, 
said interface nsans adapted to receive data addresses and comnands from 
said host conputer and transnit corrected data to said host conputer 
t 0 i nsur e an uni nt er r upt ed f I ow of dat a f r om sal d cont r oi i er t o sal d 
host conput er . . . 

...carry out initial signal transitions on DASP, PDI AQ and HI RQ I 1 nes of 
said IDE/ ATA bus in response to soft reset and execute drive diagnostic 
comnand events, andcircuitry operable to... 

... sal d opt 1 cal dr 1 ve cont roi I er oper abl e to ai I ow a ni crocont r oi I er , \«hi ch 
controls reading of information from opt i cai media , to read fromsaid 
mjl 1 1 - byt e comnand buf f er , to cause sal d BSY bit t o be. . . 

. . . cer t ai n t r ansi 1 1 ons of si gnai s on sal d DASP, PD AQ and HI RQ I 1 nes of 
sal d I DE/ATA bus . 



. . . rredi um 1 n an optical drive device and a host conputer via an I DE/ATA 
data bus, said data bus for receiving and transnitting data between 
said controller and said host conputer, said opt i cai drive device 
having drive electronics, said optical drive controller conpr i sing: a 
St or age rredi um 1 nt er f ace f or r ecei vi ng. . . 

...correction circuitry, said detection and correction circuitry 

1 ncl udi ng: error correction circuitry for perforning error correction on 

data received fromsaid interface and generating corrected data, anderror 

det ect ion ci r cui t r y f or det ect 1 ng. . . 

Basic Derwent Wfeek: 199605 



